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e Internet of Things, Cyber-Physical Systems,...

- atfedések a buzzword-6k kozott

e Internet of HACKABLE Things

— esettanulmanyok

e Az |oT architektlra retegei

IIII

e Biztonsagi megoldasok
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kihivasok, megoldasok Varga PAal



Pokerparti?

Casino Gets Hacked Through Its Internet-Connected Fish
Tank Thermometer

A hackereknek sikerult kihasznalni a kaszino el6terében lévd akvarium (netre kapcsolt)
termosztatjanak sérulékenységét. Amint bejutottak, hozzafértek a ,high roller”
adatbazishoz, és a termosztaton keresztul kijuttattak a publikus internetre az adataikat.




From Prof. Nicola Dragoni, @ ETFA 2018

Secember 21 2010 7.00 pr

Welcome to the smart home ... of || Cyber security: Attack of the health
horror! . hackers

Kara Scanne!' a2 Gira Chor

' By Glenn McDonald, World wne 4, 2015
o Shaev X Amhersiens~ 3 Pirs 36 Cop W corrents

Sceurity Issues are darkeaing tye future of home automatios and the Irteme; of things,
Breach of Anthem database, probably from China, is part of a
2015 wave of 100m hacked medical records

Despite reports of hacking, baby Pervasive Health Care
monitors remain woefully insecure | Applications Face Tough

Researchers from Rapid7 founc serious e Security Cha"enges

vulnerabilities in nine video baby monitor devices o o whicometonse

Vince Stonford

...It's Actually Worse %y
Than You Think... “wE I\

Software bloths

attempted hack
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What could derail the wearables revolution?

Electrenic gadgets on — and in — our bodies are multiplying fast, but transmittina all their

fi . .
e Researchers Hack Fingerprint ¥
Sensors Using Ink-Jet Printer s

Hackers Killed a Simulated | Author: SecureWorid

w

gy Human By Turning Off Its —
Pacemaker Hackers Love the Internet of Things

Septemter 7, 2015 4/ 11:25 AN E5T
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Egy tipikus 10T architektura

loT System

Virtual entity-based
model models relevant
aspects of Physical World

=

Physical World

v

Virtual
Associationof loT Services  Entity
7 ¥ 4 to modelled Virtual Entities LOVG'

7’
Resources

exposed as loT
Services measure,
observe and
actuate on
Physical World

loT Service
Level

loT és biztonsag: esettanulmanyok,
kihivasok, megoldasok

Example
Interactions

Give me the
indoor
temperature in
Room 1.23

3 <7 g

Set light level
In Room 2.57
to 15

—

Give me the
value of
Sensor 456

W

Set Actuator 867
To “on”

e~ £
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ok az I

szerepl
érteklancban

lpari 0T

loT for Extended Manufacturing
Enterprise Value Chains

Material, Component, and
Sub-Assembly Providers

Product, Service, and
Solution Providers

End Consumers

Public & Private

ﬁ ﬂ B Internets
=k

Interconnecting
loT Intelligence

Transportation, Logistics,
Distribution, and Retail Providers



POSSIBLY Humans in the Loop )
wiTH POSSIELY Wire I_ess
Metworked and for Distribute d)—&h Se:;::g

Actuation

Feedback
Systems

—)-{ Adaptive and Fredictivej
(Intelligent )

Malicious Attacks :J

Intrusion Detection )

Improved Design Tools
./')( P =l )

Specification,
Modeling, and

THAT Analysis
EMAEBLE
1 THAT /
Design Methodology SUPPORTS [ ]
HAYE M Scalability
APPLICATIONS and THROLGH

"

Complexity
Management

@ Validation
Health Care and
Verification

Assurance

Certification

- Kiberfizikal
rendszerek

- Cyber-Physical
Systems (CPS)

http://cyberphysicalsystems.org/

Models of
Computation

Continuous
and Discrete

Hyhbrid and
Heterogeneous
Models

Networking

> Interoperability

L
\(Time anchrunizatiun)

(Mnd ularity and Composab illl",.r)

s )

Interfacing with
Legacy Systems

(stochastic Models )




Alkalmazasi teruletek atfedésel
T ——

Targyak
Internete
(loT)

Ipari 10T
(1loT)

Kiberfizikali
rendszerek

(CPS)

Kiberfizikal
gyarto-
rendszerek
(CPPS)

Varga Pal



Internet of Hackable Things — Proven

e Okos otthon

Vasalo, vizforrald
Eg6k .
TV, radio, kommunikacios eszkozok
Bébifigyeld

Pllssjatekok (4.sm sziils, 6.4M gyerek személyes

adata, 2 milli6 hangfelvétel szivargott ki ...eddig ismert modon)

Termosztat
Konyhai gépek
Viztisztitok
Okosorak, kamerak

loT és biztonsag: esettanulmanyok,
kihivasok, megoldasok Varga Pal



The Jﬂ}f of Tech-. by Nitrozac & Snaggy

The Internet of ransomware things... 30 BUCKS IN
@ BITCOIN, OR NEXT
TIME I SMELL
ON STRIKE SMOKE, I MIGHT
HUNGRY? UNTIL YOU JUEETLEELFEU
PAY UP AND SEND MONEY 0 BUCKS -
I'LL UNLOCK TO MY THE NEXT TIME
HACKERS. '“Aggﬁp# F YOU LEAVE, IT'LL MY ALARM
; p I'LL BE COST YOU 100 SYSTEM IS
ORLLL ONLY || |BURNING THE BUCKS TO GET GOING TO GO
BREW TOAST IF YOU BACK INTO THE OFF RANDOMLY
DON'T GET HOUSE, UNLESS THROUGHOUT
ME SOME YOU GIVE ME THE NIGHT,

UNLESS YOU

EXCUSE Us
WHILE WE
FARTICIPATE

I'M TURNING

HACKER #100 BUSY MINING IN A DDOS OFF THE
OR I'LL REVERSE BITCOINS. A HEAT UNTIL
,;w mg?};a_r ﬁ mrw WARM UP
Low BANK
OVER THIS ACCOUNT/

PLACE/

YOUR CAR, BUT
ONLY TO TAKE
YOU TO YOUR

BANK TO MAKE

A TRANSFER.

SEND ME #25 OR
Il TELL EVERYONE
ON YOUR SOCIAL
NETWORK THAT YOU
WERE STUFID ENOUGH
TO BUY AN INTERNET-
CONNECTED BROOM/

IF YOU DON'T
SEND US CASH,
YOUR REPUTATION

WILL BE IN THE
TRASH.



FACTORY OF THE FUTURE

loT Sensors Modular
for Supply Chain Equipment
Management e
- Trucks

Industrial
Augmented @
Reality |

Vision

il

Predictive Wearables
Machine

Analytics

Blockchain for
Enterprise Resource Planning .
and Supply Chain Management & CBINSIGHTS




loT: Biztonsag es Titkossag

(Security, Safety and Privacy)
.

Az 10T rendszerek titoktartasi €s biztonsagi sajatossagai
Azonositasi (Identification and Authentication) kerdesek
Vezetéknélkuli szenzorhaldzatok 10T biztonsagi kérdései
Behatolasvédelem az 10T teruleten

Kriptografia, adatbiztonsag, AAA és CIA az |oT teruleten
Fizikai/MAC/Halbzati tamadasok a Targyak Internete ellen
Csatornatitkositas a szenzorhalozatokban

Rétegeken ativel6 tamadasok az |oT teruleten

Biztonsagi, emberi biztonsagi (Security and Safety),
valamint QoS kérdések egylttes kezelese

Big Data és Informacio-integritasi kerdések loT
Kommunikacio-biztonsag az loT teruleten
loT biZtonSégi Szabvmyﬁrlﬁég: esettanulmanyok,

kihivasok, megoldasok Varga Pal



Az loT-rendszerek rétegei
— egy ,,véelemény” a sok kozul

Application Layer

Sensors and Actuators Layer

loT és biztonsag: esettanulmanyok,
kihivasok, megoldasok Varga Pal



N

égi

Fenyegetéesek
és védelmi straté

V4

Layer Threat type Mitigation
Tampering tamper-resistant packaging
Physical Eavesdropping encryption, authorization
Denial of Service spread-spectrum techniques
Exhaustion
Collision
Unfairness
Spoofing active firewalls,
Networking | Selective forwarding passive nmpinring (probing),
= traffic admission control,
Sinkhole bi-directional link autentication
Wormhole
Sybil
Flooding
Data Exhaustion traffic monitoring
processing | Malware malware detection
Client app. anti-virus filtering
Communication
Integrity testing
Application | Modifications validation

Multi-user access

process planning and design

Data access

Traceability

0T és hiztonsag: esettanulmanyok,

kihivasok, megoldasok

Varga Pal




Javasolt hozzaallas

Get loT systems certified Determine security goals
for compliance (ex: IT = N ] ~—————————>» based on an analysis of
security Common Criteria) Security Risk disruptive threat scenarios
Certification Analysis
Conduct application security Design hardware
testing, functional testing and softwareto be
and penetration testing secure from the
for hardware and ground up
software components Secured

Coding

l

Follow secure coding
best practices to prevent

the creation of security
Capgemini & Sogeti High Tech: vulnerabilities in the code
Securing the Internet of Things

- Opportunity loT és biztonsag: esettanulmanyok,

kihivasok, megoldasok Varga Pal



