loT Keretrendszerek és.
- ipari alkalmazasaik
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loT keretrendszerek:
- motivaciok.es trendek



Trends by TOPS Technologies

5.4 Billion B2B loT
devices will be inuse

- Speaker labs

31% Growth in
wearable devices

-1DC

Total spending on loT
solutions will reach 56

Trillion
- Business |nsider

Sales of smart
clothing will reach
524.75 Billion
- Report Buyer

Connected devices
will grow to 530.7
Billion
- IH5

loT will add 510 to 515
Trillion toworldwide
GDOP growth
- General Electric
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More Devices D

Security Challenges E

Mobile to IoT Device
Connectivity D '.

Hardware/ Investments .

Software Ecosyst enm @

Fragmentation in Big Data, Predictive
Standards/ Analvties & Artificial
Communication Intelligence ‘é
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2017 trends by Humanizing Tech

ESTABLISHED HEAVYWEIGHTS
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‘“*Venture Scanner This quadrant shows a relative segmentation of the categories with respect to one another, data as of April 2017
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loT architekturak



Altalanos loT
architektura

Users or

Internet-
Connected
Devices

http://www.slideshare.net/Nibodha/enterprise-architecture-and-iot
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Egy tipikus loT architektura

loT Svst Example
; Virtual entity-based 01 oysiem :
Physmal Wnrld model models relevant Interactions
aspects of Physical World Give me the
indoor
temperature in
Room 1.23
e
Set light level
In Room 2.57
\firt_ual g
Associationof loT Services En|:|tyI —
s lled Vi | iti
¢ to modelled Virtual Entities Level
f#"
% Give me the
exposed as loT Sensor 456
Services measure, .
observe and loT Service ™~
actuate on LEVE'
Physical World Set Actuator 867
To “on”
S
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R - Kiberfizikai

POSSIBLY Wireless If@Q N d szere k
Networked and for Distribumd)—&* 5*;':’,51 g

_ ~ auaion- Cyber-Physical
> @——>{ Adaptive and Predictive ) Systems (CPS)
(imefigent)

'

Malicious Attacks :J

POSSIBLY
WITH

Feedback
Systems

http://cyberphysicalsystems.org/

Models of
Computation

Cont
and

Hybrid and
Heterogeneous
Models

Networking
Modeling, an Yy (JiEroptribidy )
.//"(Irnprmred Design Tools ) Mlldeling, and 1> @ Interoperability

THAT Analysis
ENABLE / Time Synchronization )
THAT
HAVE

Design Methodology SUFFORTS ._\‘
APPLICATIONS

Z
Health Care

inuous
Discrete

Intrusion Detection )

Scalability CMGduIarll‘y and Cumpusabulnw)
and THROLUGH

Compleiy s )

Management

Interfacing with
Legacy Systems

Assurance
Certification

(stochastic Models )




A ,,.Smart Internet” ipari alkalmazasai

Targyak
Internete
(loT)

Ipari loT
(lloT)

Kiberfizikai
rendszerek
(CPS)

Kiberfizikai
gyarto-
rendszerek
(CPPS)
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Az loT-rendszerek rétegei
— egy ,,vélemeény” a sok kozul

Application Layer

Sensors and Actuators Layer

Dr. Varga Pal



loT: Biztonsag és Titkossag
(Security, Safety and Privacy)

O
Az loT rendszerek titoktartasi es biztonsagi sajatossagai

« Azonositasi (ldentification and Authentication) kérdesek

* Vezetéknelkuli szenzorhaldézatok loT biztonsagi kerdesei
 Behatolasvédelem az loT teruleten

« Kriptografia, adatbiztonsag, AAA és CIA az loT teruleten

« FizikailMAC/Halbzati tamadasok a Targyak Internete ellen
« Csatornatitkositas a szenzorhalozatokban

* Reétegeken ativelo tamadasok az loT teruleten

« Biztonsagi, emberi biztonsagi (Security and Safety),
valamint QoS kérdések egyuttes kezelése

» Big Data és Informacio-integritasi kerdések loT
 Kommunikacio-biztonsag az loT teruleten

* loT biztonsagi szabvanyok
Dr. Varga Pal



‘ Fenyegetések és védelmi stratégiaik

Layer Threat type Mitigation
Tampering tamper-resistant packaging
Physical Eavesdropping encryption, authorization
Denial of Service spread-spectrum techniques
Exhaustion
Collision
Unfairness
Spoofing active firewalls,
Networking | Selective forwarding passive nmpij:_u:nﬂng (probing),
= | traffic admission control,
Sinkhole bi-directional link autentication
Wormhole
Sybil
Flooding
Data Exhaustion traffic monitoring
processing | Malware malware detection
Client app. anti-virus filtering
Communication
Integrity testing
Application | Modifications validation

Multi-user access

process planning and design

Data access

Traceability




loT és a protokollok
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Hozzaféresi technologiak - attekintes

__ Postscapes’ &
- Tracking the Internet of Things %f ;

,J Intc-ri-"lalnnatarwg,r MNetwork

«rm

LTE Advanced

Cellular 4G 7 LTE

3G - GP5/ GPRS

2G / G5M f EDGE, CDMA, EVDO

WEIGHTLESS

WIRAX
BLUETQOTH

LICENSE-FREE SPECTRLIM
DASH 7
UWE
Z-WAVE
ZIGBEE
GLoWPAN
MFC
BAE
o RFID
B

POWERLINE
ETHERNET
PRINTED

WAN
Wide Area Network - B02.20

MAN

Metropolitan Area Network -802.16
A k - 802.11

PAN Local Area Netwaork - 80

IPvd IPv6 LIDP DTLS RPL Telnet MQTT DDS CoAP XMPP HTTP SOCKETS REST AP
Personal Area Network - 802.15

Dr. Varga Pal



Hozzaferési technologiak -

osszehasonlitas
7

Peripheral Local (home) Wide area
CEEP @ <) (it

Typical range <30 k. : Qutdoor (miles)

Content distribution

Focus on high data rates 9 Bluetooth®

Energy consumption secondary
Sense and control

Low energy/long battery fe £ Bluetooth’

Dot rate is secondary

- =_
Proprietary solutions B - LERE
ocean SIGFOX UIGENU
Personal appliances Indoor networks Outdoor networks
[wristband, smartwatch, (internet, email, phone, (smartphone, internet, city,
Typical applications step counter, keyboard, security, energy industry 4.0, agriculture,
mouse, pointer, efc.) management, smart smart |1::g|'5'r|'v:5, etc.)

home monitoring, efc.)
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m-nagysagrendu lefedést nyujto
technologiak osszehasonlitasa

SC3|?PI|IW o— Sigfox
Latency » -~ —o—LoR3
Performance o~ .-
'y 4 =~ NB-loT
Payload Length ' Coverage

Deployment

Battery Lif  SE— Eost Efficiency
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Sigfox vs LTE-based loT access

= (C120)4d COMPLIMENTARY TECHNOLOGIES

Daily raMic
(messoge B5]

Carmiar M2M 1T Porfolia per device Bandwidih Copaalty Hb of devices ARFU Main applications
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LTE-alapu technologiak

a— Scaling up in performance and mobality

Scaling down in complexity and power

LTE Advanced ' LTE-M NB-1OT
*10 Mbps msuftbmmtﬂ thr. Up to 10s of kbps
n x 20 MHz -1 HH;nwrmha'id =200 kH2 narrowband

Today+ Refease 12 Release 13 & beyond Release 13 & beyond

Sample use cases

1 =2 @.4 pa o .,! IE

Mabile Video security Wearables Object Tracking Litifity metaring Envirgnmaent menitaring
P L r

Connected car Erargy Managamant Connected healthcare City infrastructuee Smart buildinge
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Radios Transzport - attekintes

Technology Fregquency Data Rate Range Power Usage Cost .
2Gl3G Cellular Bands | 10 Mbps Several Miles | High High
Bluetooth/BLE | 2.4Ghz 1,2, 3 ~300 feet Low Low

Mbps
802.15.4 subGhz, 40, 250 > 100 square Low Low
24GHz kbps miles
LoRa subGhz < 50 kbps 1-3 miles Low Medium
LTE Cat 01 Cellular Bands | 1-10 Mbps | Several Miles | Medium High
NB-loT Cellular Bands | 0.1-1 Mbps | Several Miles | Medium High
SigFox subGhz < 1 kbps Several Miles | Low Medium
Weightless subGhz 0.1-24 Several Miles | Low Low
Mbps
Wi-Fi subGhz, 0.1-54 < 300 feet Medium Low
2.4Ghz, 5Ghz Mbps
WirelessHART | 2.4Ghz 250 kbps ~300 feet Medium Medium
ZigBee 2.4Ghz 250 kbps ~300 feet Low Medium
Z-Wave subGhz 40 kbps ~100 feet Low Medium
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A nyilvanvalé megoldas pedig ©

10000 x more traffic
10'100 x more devices 5 G

l_1 E:"i"““"d Performance
R, requirements

10 ey e 2020+
M2Z2M ultra low cost
Flat energy

' 1 Gbit/s
peak data rates

Mbit/'s
100 wherever needed Ultra
reliability

Courtesy Nokia)
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4G vs. 5G

Comr_nunicatiqn services 4G Network

(voice, text, internet)

Fronthaul- (- 1) [ T ||r ) 1
(- ) Im z || NEND)

e m M|

=
I @ Back haul Ui W) (W __ " D Cn 8

|

Mobile Broadband >1Gbps 5G Network S
E —— e

2 w
Massive loT -200,000/Km? SDN, NFV, MEC
Mission Critical loT - 1ms ' — (J )
Massive IoT Slice ‘_/

Mission Critical IoT Slice
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lloT Connectivity Stack Model
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Jellemzo protokollok

Energy & Utilities Healthcare Manufacturing Transportation
Distribaried Data Foz-—-—--o-——--——- -~ , el abeiul -
nieroperabilityand Management : Telecomraricaons Orgn : : MazXacihizring Ongn
DDS 5 oneM2M | wikeb | OPCUA
Framevawk E E SemMices I
DDSI-RTPS CoAP MOTT HTTP I OPCUA Bn |
Tramspost bl A
TCP voe TCP
[ Internet Protocol IP)
4 N N N ( N A
Link
Aot Wreless eSS Wireless Wieless
(802.1 PAN (802 11 V- 2GAGATE Wide Area
3023] (802.15) Fi) (3G (802.16)
Physical
VAR W, . \. J
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Transzport (/Session) opciok
O
e UDP — datagram, kis overhead, garanciak nélkuli atvitel
e TCP — garantalt atvitel, nagy overhead, torlodasvezeérlés, stb.

e Request Response
- OPC-UA — OPC Unified Architecture
- HTTP REST — Representational State Transfer
-~ CoAP - Constrained Application Protocol

e Publish-Subscribe

- MQTT — Message Queue Transport Protocol
- AMQP - Advanced Message Queuing Protocol
— DDS - Data Distribution Service

Dr. Varga Pal



REST sajatossagok

e Eroforras: az applikacio allapota és funkcioja absztrakt
,eroforras”-ként szerepel

e URI: minden erdforras egyedileg cimezheté URI-val

e Uniform interface: minden erdforras az uiform interface-t
hasznalja az allapot atvitelére a kliens és az erdforras kozott
-~ Methods: csak HTTP method-ok: GET, PUT, POST, DELETE, HEAD
- Representation

e Protokoll alapelvek
- Kliens-szerver
— Allapotmentesség
— Cache-elhetd
- Reétegelt
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RESTful HTTP — URI felépités példak

Restful Endpuaint

http://localhost:{9999)restfulservices/viflusers/{id}

Host {domain name)

Protocol LI :
Port Application Context  Mersion Farameter

Resource

Fixed part Dynamic part

) A
| \ 1

http://ec.europa.eu/eurostat/wdds/rest/data/v2.1/json/en/nama_10_gdp?precision=1&unit=CLV05_MEUR
\ ] L'JLYJLFA J
| | 1

host URL service version format lang datasetCode

LN\

json or unicode en/fr/de
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CRUD: Create, Read, Update, Delete
o]

Operation SQL HTTP DDS
Create INSERT | PUT/POST | write
Read (Retrieve) SELECT GET read / take

Update (Modify) UPDATE | PUT / PATCH  write
Delete (Destroy) DELETE DELETE dispose

Dr. Varga Pal



OPC-UA - cél: legyen hasznalhato az
ISA-95 piramison

ﬂ ERP <—,
SOPC(UA
SCADA/HM| €——
==20PC(UA

Etheri'et/IP  #iModbus

Factory Floor
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Constrained Application Protocol

CoAP -

RFC 7252

Constrained Environments

The Internet
CoAP Architecture

Dr. Varga Pal



Publish-Subscribe - MQTT

Computer
Publish: “75° F”

S

Topic: “temp”

Temperature
sensor

Mobile device

Dr. Varga Pal



| N
m 2z - MQTT az iparban

Topic: “temp” Broker Py,

'SA: a.
Temperature LY
&

~»
sensor "bsc e,
e [o

Publish: “75¢ F”

ff’fn

e . —
Applications il ERP J%MES \JBEC
4 L 2
=2 1245 ]’ t
Software bAcg-Ss - E = 2 |Sansmg
Platform K R:%akpoint - . Lri.‘hg:l}ud
» Plug and play pay
Broker
Publish
Devices

Edge DAQ Platform Mosh VO Wireles /O Ethemet VO
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4 Publish-

Subscribe
o

extrakkal:
AMQP

Publish

\ Broker

Subscriber

Subscriber

i

Consume

Subscriber

/ Subscriber

nuuhﬂu
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Pubtene [ DDS — Data Distribution

\ /

— [
/. mﬁ ﬁ !_.JEE \
Publisher [ subscriber |
QoS 20
DATA i
DATA 05
\ £ / -
Tupacﬁ. TDpiCB / — R QoS
DATA READER
DDS DOMAIN
DATA ‘o
adll READER
DATA TDplCC /
WHITER |

DATA i
Tnpch -~ READER
WRITER sl 5
READER



Coexistence of Publish-Subscribe and

Request-Response
N
— g e e w
l | CoAP '
'\q__ ___j’ without gateway
HTTP
TCP/UDP

marr [ Gateway/iranslation device

b/sob CoAP |-to-1
py /s I:ﬁ:kn [ CoAP ] or multicast
er
A A T'x“ - @
| | |~
I I R |
l l

|
|
|
|
|
|
|
|
| i d '
¥

.“ @
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Szemantikai leiré keretek — xml vs. JSON
o ]

<empinfo-
<employvees>
<employee>
<hname>3cott Philip</ names>
<zalaryrLddk</salary>
<agerZ </ ager
</employeexr
<employee>
<name>Tim Henn</ name:>
<galaryvr>£40k</salary:
<agerz27</ ager
</ employeesr
<employee>
<name>Long yong<, name >
<galaryr£40k</salarys>
<agerZ8</ ager
</ employeer
</employeess>
< /empinfox

{ "empinfo” :
{
"emplovees" | [
{
"mame" : "Scott Philip",
"salary' @ fd44k,
tage™ 1 2T,
};
{ .
"name’ : "Tim Henn',
"salary" : 40k,
tage” : 27,
i
L
“name” : “Long yong,
“salary” : f40k,
“age™ ; 28,
1
]

Dr. Varga Pal



xml vs. JSON

AJAX
Namespace
Input validation
Atviteli id6
Szdszatyarsag

Web Services

Tobb konyvtar kell
lgen
lgen
Tobb
Tobb

SOAP

(ami megbizhatobb

Uzleti alkalmazasoknal)

Dr. Varga Pal

Javascript utanerzés
Nem
Nem
Kevesebb
Kevesebb

REST
(elterjedtebb a nem-kritikus

alkalmazasok eseten)



loT keretrendszerek



at-aggregator es feldolgozo — |
Azure loT Hub

. ELdMiles
Azure loT Hub loT Hub
— Field ﬁ * Cloud Data and Command Flow

Soal-Hasted
Gaabe wiry

Frasie
Ga bty

MOTT,

Custoum
OPC LA :

Ll ta 100 Devices
per Hub
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@ Adat-aggregator és feldolgozo - I

Google Cloud Platform

q Google Cloud Platform

0000000
00 C
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Adat-aggregator és feldolgozé - llI
Amazon Web Services - loT

AWS loT —{@%ﬁ}} vt @

b1
g AWS SERVICES
With ifeie ndpainll you can delioer
T Hl.ll I'ES'E,HEIHE mresages ho aveny AWDS senvie.
based o el ond route b
AWE Servicer
5::'5‘ hTr DEVICE SDK AUTHENTICATION DEVICE GATEWAY
clierst bvaries to convedt, & AUTHORIZATION Communcate mith
guihenlahs and gahangs maiage oy avih spiug dewioed wia MOTT,
i hervhicotion ond enrypian ¥eh Sockets,
and HTTP L]
B 1 1 [~
N []1]
smmnnaal { [ .
REGISTRY i
Az o e idend iy o ; AWS loT API

et dov ol
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Endpaints

MOTT

Galeway/PLC

Edge

Users

loT with AWS

Sncrwhall
Edge
LT
Amazon
FreaATOS E
Local Comms

Long-range Comms

== Enterprse
Amazon Users
Kinesis
Comp Apps
=
Massace Over-The A Rt Dence Das
Broker J:;—:L Cond igueations Pl e
9 L] L] 3
o |@@im = | @

:‘::' H: H Mooitor Ayt Amazon  Amazon °
R et Dewice Dt S towe S3 Redshift *
B | - :

o .
o | -
Fleat index b & oo -
Centificate Sewch -
Autharty Alerrs Ad-ho:&ln— Machine  Amazon
depth Analynss Learning EMR
@@ | il d 3~
Batch Fleet g AWS *
Rk ity i o T aed
sﬂ::. Prociioning ::::rh Amazon ° .
@ a @ QuickSight ‘
AWS loT AWS loT AWS loT AWS loT AWS :
Cora Daovice Device Analytics Lambda )
Managamant Detander )
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loT Partners

Consulting / ISVs

Accenture, Aricent,
Clearscale, CTP, Luxoft,
Mobiquity, Solstice,

Storm Reply, Sturdy
Networks, TCS, Trak10,

Platform

Ayala, Bnght Wol,
BSquare, C3loT, Mnubo,
PTC, Salesforce, Sphink,
Thinglogx, ..

Connectivity

Amdocs, Asavie, ATAT,
Eseye, Soracom, TATA
Communications, Telus,
Verizon, ..

Gateway

Adlink Technology,
Advantech, Machina Shop,
Samsung, Technicolor, ..

Edge

ARM, Broadcom, Digi,
Expressil, Intel,
MedinTek, Mcrochip,
NXP, ST, TI, Qualkcomm,



Keét osszehasonlitas

Protocols HTTPR, AMQP, MQTT and custom HTTP, MQTT
protocols using protoool gateway
project)
Communication Telemetry, Command Telemetry, Command [state change)
Patterns
Centified Platforms  Intel, Raspberry Pi 2, Freescale, Texas  Broadcom, Marvell, Renesas, Texas
Instruments, MinnowBoard, Instruments, Microchip, Intel,
BeagleBoard, Seeed, resin.io Mediateh, Qualcomm, Seeed,
BeagleBoard
SDK / Language Met and UWP, lava, C, NodelS C. NodelS
Security TLS |only sernver authentication) TLS (mutual authentication)
Authentication Per-device with SAS token X509 cemificate client authentication,
1AM service, Cognito sendice
Pricing Paying for loT Hub unit related to Paying million messages traffic
number of devices and messages per  (published from devices « delivered (o
days devices)
|
Protocol Azure AWS Google
HTTP/HTTPS Supported Supported | Supported
MQTT Supported Supported -
MQTT + WebSocket Supported Supported -
AMQP Supported - -
CoAP Trough gateway - -

HTTP, MQTT
Telemetry, Command

ARM mibed, Texas Instruments, [ntel,
Rasppberry P, Arduing Uino

C#, C, Python, lava, NodelS
TLS

Per-device with tofen

Paying related to number of devices,
data traffic and data storage
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Egy masik osszehasonlitas...

. Stream
Producers Ingestion ‘ Processing Storage Presentation || Architectures
= A +a
— —— —_— —_— 0 Azure loT
P— P—— ™ Archirecture
HUB Anabics Arwe Cosmos DR F'D'H'H'EI‘ =]
od | Lo
!ﬁ AWS laT
’ ’ Architecture
Wramayn, 53 DrymnaimadDiE

&5

—

v
Bnssis
Ereamang Anshgice
Cic-agle
Pubriub

~0_.0._ o } e

Architecture
m IZI-I:IlI.I-l:I mm

mminific.® T @M E kibana

Y- S g S
— L#t“m — steaming T = — = loT Architecture
elasticsearch
YT IR
T HeFsE AR
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‘ Egyuttmikodeés: globalis és lokalis
megkozelitések

Application

Systom
om o . \/ Core |
o

Global Cloud : ou §
e
8332
U &0 =
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‘ Egyuttmukodo rendszerek a lokalis
automatizalasi felho tamogatasaval

e Az automatizalas lokalis kovetelmeényei:

- (Valos-idejuség) Real time
- Biztonsag (Security and safi
- Folyamatos uzembe helyez

és konfiguralasi igén
- Skalazhatésag

Sys!
g ore
; a )
[
—_ Er—r
O gg 0 | 3
Qoo 8 o S =2
Boo @ ~—1
Tl ol T Lal )

| Application | ppppppp
Systal

tt Local Clouds
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‘ Szolgaltatas-alapu architektura
— és az Arrowhead keretrendszer

Orchestration
System
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Elektro- mobllltas a plac szereploi

-

Ve

Electricity
Market

Production
Balancing
Retalil

TSO/ DSOJ

Metering W
J

/-~

’Il

Electric Transportation \
Charging Market

Back-end services

E.g. clearing, settlement

Periodic
i ID check ID checkt isettlement
-

Charge Point
Operator

N\

(Electric Vehicle
€ :
Service

L Provider

Consumer /
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Elektro-mobilitas — a piaci elszamolas

Other stakeholders
(e.g. Car manufacturer)

Clearing House

OCHP OCHP OCHP
Distribution Systems Charge Point Electric Vehicle Navigation Service
Operator Operator Service Provider Provider
(DSO) (CPO) (EVSP) (NSP)

Registration

Authentication Navigation
User
Charge control @
Charge Point Electric Vehicle

Dr. Varga Pal



Elektro-mobilitas — loT rendszerek
egyuttmukodése
C L. Jolam

A Clearing House

ARROWHEAD

Clearing House
System

ARROWHEAD ’ o @ @

Electric Vehicle Service Provider

Car Manufacturer sowseno EVSP

Management

Navigation

EVSP
Client
Application

ememL G

Virtual Market of Energy

Distribution System
ARROWHERD Operator

i,
Charge Point A

(0] pe rator ARROWHEAD
ocC
rg

PP
Charge Point
Charge Point
System
A

System

Charge Point
Manager
System

DSO
Management
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Prediktiv uzemeltetés és karbantartas
]

HMI

Analysis and decision making

o (Distributed & Cloud )

Communications in
challenging environments

Data sources
(On-premises & Cloud)

[
Q gy
Open Data CRM

= &

MES Geo Information ERP oo Oo oo Analysis and decision making
O o] T (ow

m m Smart sensing and data

- - acquisition technologies
Smart sensors Smart sensors  Smart sensors
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FACTORY OF THE FUTURE

loT Sensors Modular
for Supply Chain Equipment
Management e
- Trucks

Industrial
Augmented @
Reality |

Vision

il

Predictive Wearables
Machine

Analytics

Blockchain for
Enterprise Resource Planning .
and Supply Chain Management & CBINSIGHTS




Osszefoglalas



Konkluziok
o

e Az loT vilaga folyamatosan bovul alkalmazasokkal és
megoldasokkal is

e Az uj radios technologiak igyekszenek lefedni az igényeket

e Az applikaciok kovetelményeihez valasztunk transzport
protokollt...

e ...de az ezek kozotti forditas nem trivialis

e |loT ,keretrendszerek” jelen vannak minden szinten, a
kapcsolati szinttGl az adatfeldolgozasig

e Az ipari esettanulmanyok java meg el6ttunk all: Ipar4.0
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Koszonom a figyelmet!

Pal Varga
pvarga@tmit.ome.hu



