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A tantargy célja

Kiterjedt loT rendszerek tervezésének,
megvalositasanak, bévitésének és lizemeltetésének
bemutatasa

A meglévs, mikodod rendszerek megismerése

A feltorekvd keretrendszerekhez és platformokhoz
torténd illeszkedési lehet6ségek bemutatasa

Az ipari loT rendszerekkel szembeni kdvetelmények
attekintése

Uj alkalmazasok atgondolt, megfontolt, mégis gyors
és hatékony tervezése és megvalositasa

loT keretrendszerek és ipari alkalmazdasaik =
SmartComLab



E szemeszter menete

ElGadas / gyakorlat minden csiitortokon
— 12:15-14:00 @ IB 138

https://portal.vik.bome.hu/kepzes/targyak/VITMAV23/
https://www.tmit.bme.hu/vitmav23-2020

Egy ZH a félév soran: majus 7.

PZH majus 21.

Tervezési/fejlesztési feladat (Go/NoGo)

— 3 fOs csapatok: sajat fejlesztési alkalmazas illesztése
keretrendszerbe (pl. a gyakorlatok alapjan)

loT keretrendszerek és ipari alkalmazdasaik =
SmartComLab


https://portal.vik.bme.hu/kepzes/targyak/VITMAV23/
https://www.tmit.bme.hu/vitmav23-2020
https://www.tmit.bme.hu/vitmav23-2020
https://www.tmit.bme.hu/vitmav23-2020
https://www.tmit.bme.hu/vitmav23-2020

0.

Tematika

Bevezetés, kovetelmények - motivacio (loT), ipari kdrnyezetek és alkalmazas-esettanulmanyok
Hazi feladat — gyors prototipizalas gyorstalpald (Arduino) 1.

. Automatizacio és ipari haldzati infrastrukturak, loT alapfogalmak, architektura

— Hazifeladat csapatfelosztas és témakiosztas
loT keretrendszerek felépitése I. : M2M, M2C protokollok, feldolgozasi modszerek
loT keretrendszerek felépitése Il. : adatbazisok, biztonsagtechnikai megoldasok

loT keretrendszerek felépitése lll.: Continous Integration, blockchain az loT-ban, konkrét
megvaldsitasok

. Hazi feladat — gyors prototipizalds gyorstalpalé (Raspberry Pi) Il.
8.

Arrowhead keretrendszer I.: SOA, core, M2M,
Arrowhead keretrendszer Il.: ,,system of systems” tervezése

10. Egyéb ipari loT keretrendszerek

11. Ember-gép-interfész (HCl) szempontok loT alkalmazasokhoz (l.)
12. Deep Learning — és az loT

13. Akusztikus kornyezet automatikus meghatarozasa és kijelzése & Intelligens otthon:
felhasznaldi feltlet és funkcidk tervezése

14. Hazi feladat bemutatasa

loT keretrendszerek és ipari alkalmazdasaik =
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Alkalmazasi teriletek

e Smart-* - Okos*

— Home - otthon
— Cities - varos
— Grid é'@\wergia-hélézat
— Production 0 - gyartas

- NN s
— Logistics O - szallitas
— Health \glp - egészségligy
— Retail bé\? - (kis)kereskedelem
— Agricultug® - mezOgazdasag
e ' 9® e

2
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Az 10T néhany néz6pontbdl

The Internet of Things
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Kovetelmények loT rendszerekkel szemben

* Felhasznalasi teruletek alapjan valtozo

— Fejlesztési kovetelmények

Y &
— Tesztelési/tesztelhetSségi kovetelmﬁ%&%@

RS &
- Egyuttmukode5| kovetelmenyelg" so'b o
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Kovetelmények az loT rendszerekkel
kapcsolatban

* Felhasznalasi teruletek alapjan valtozo

1 . ” .o ’ o &
— ,Quality of Service kovetelmem?eJob”{ &
* Késleltetés NI
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Altaldnos loT architektura
@ (kés6bb lesz még sz6 rola)

Device Data Users or
Automated
Systems

v
Feedback and Automated Dedisions

Internet-
Connected
Devices

http://www.slideshare.net/Nibodha/enterprise-architecture-and-iot
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Az loT-rendszerek rétegei
—egy ,velemeény” a sok kozul
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loT — CPS —Ipar 4.0

Targyak
Internete
(loT)

Ipari loT
(1loT)

Kiberfizikai
rendszerek

(CPS)

Kiberfizikai
gyarto-
rendszerek
(CPPS)
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loT for Extended Manufacturing
Enterprise Value Chains

Material, Component, and

Z
\
\O - Sub-Assembly Providers
Q. e,
(q] ‘e,
S O Z
=
(Vg (O Product, Service, and
\/ End Consumers _ . Solution Providers
| a E Public & Private
— ‘O | 4 Internets
o & =k, _
—_ Q) Interconnecting
— loT Intelligence
— (_IBI e
© 5
o “&% _kf
Transportation, Logistics,
Distribution, and Retail Providers
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loT Enabling Technologies

5G Networks and loT

loT Security and Trust

loT and Personal Data Protection
loT Large Scale Pilots and Portability

loT Interoperability and Multi-Platform
Integration

Software Defined Network (SDN) and loT
Sensor and Actuator Networks

loT Protocols and Standards (IPv6, 6LoWPAN,
RPL, 6TiSCH, WoT, oneM2M, etc.)

Ultra-low power loT Technologies and
Embedded Systems Architectures

Wearables, Body Sensor Networks, Smart
Portable Devices

Design Space Exploration Techniques for loT
Devices and Systems

Heterogeneous Networks, Web of Things,
Web of Everything

Named Data Networking for loT
Internet of Nano Things

Sensors Data Management, loT
Mining and Analytics

Adaptive Systems and Models at
Runtime

Distributed Storage, Data Fusion
Routing and Control Protocols

Resource Management, Access
Control

Mobility, Localization and
Management Aspects

Identity Management and Object
Recognition

Localization Technologies

Edge Computing, Fog Computing
and loT

Machine to Machine
(M2M)/Devices-to-Devices
communications and loT

loT keretrendszerek és ipari alkalmazdasaik =
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loT Applications, Services and Real
Implementations

Smart Cities, Smart Public Places

Smart Home, and loT-based Building

Automation

Smart Agriculture and Water

Management

Smart factories and Industry 4.0
e-Health, Assisted Living and e-

Wellness

Automotive, Intelligent Transport

loT-based Supply Chains

Smart Grid, Energy Management

Wearables

Cyber-physical systems, Context

Awareness, Situation Awareness,

Ambient Intelligence

Collaborative Applications and

Systems

Service Experiences and Analysis

Consumer Electronics, Assisted Living,
Rural Services and Production

Industrial l1oT Service Creation and
Management Aspects

Crowd-sensing, human centric sensing
Big data and loT Data Analytics

Internet Applications Naming and
Identifiers

Semantic Technologies, Collective
Intelligence

Cognitive and Reasoning about Things
and Smart Objects

Mobile Cloud Computing (MCC) and loT

Horizontal application development for
loT

Design principals and best practices for
loT application development

loT keretrendszerek és ipari alkalmazdasaik =
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Cyber-Physical
POSSIBLY Wireless Systems (CPS)

Networked and /or Distribumd)—&r 5&:;:;19

POSSIBLY Humans in the me)

WITH

Actuation

Feedback
Systems

> —l-{_ Adaptive and Fredictim!)

Hybrid and
Continuous
and Discrete

http://cyberphysicalsystems.org/

Heterogeneous
Models

MNetworking
> Interoperability

]
\(Time Smchrunizatiun_)

CMGduIarll‘y and Cumpusabilnw)

Malicious Attacks :J

Intrusion Detection )

Improved Design Tools
.//’( P esig )

THAT
EMAELE
THAT
Design Methodology SUFFORTS [ ]
HANE scalability

APPLICATIONS and THROUGH

" Complexity .
Management
Infrastructure

Specification,
Modeling, and
Analysis

Interfacing with
Legacy Systems

Assurance

[ ] Validation
Health Care and
Verification

(stochastic Models )

retrendszerek és ipari alkalmazasaik



Mennyi végpont?

2020-ra: 50 — 200 milliard...
Heathrow terminalok: 5 millio 6sszekotott halozati pont

Londoni metrd: mar a csapagyak szama is

* millids nagysagrendd

...vagy egy banyaban

* tobb szdz millié csapdagy
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Mennyi végpont?
- Conveyor (Tier2) Components and Parts (Tier3)

r——

- Drive Heads

- Belt Structure

- Belting

- Pulleys

- Feeder Breakers

- Components

- (e.g.idlers, motors, etc.)

- Suppliers of these Products

- Potential partners, and;

- Future Service Providers

- One customer, KGHM, one component

- 120 km conveyers
- 720.000 idler bearings
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Security and Privacy for Internet of Things

* |oT Privacy and Security Concerns
* [ntrusion Detection in loT

* Cryptography, Key & Identity Management,
Authentication and Authorization for loT

* Physical/MAC/Network Attacks in Internet of
Things

* Cross-layer Attacks in loT

* Security with QoS Optimization in loT

* Privacy based Channel Access in loT

* Big Data and Information Integrity in loT

e Safety Standards and loT

loT keretrendszerek és ipari alkalmazdasaik =
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loT Experimental Results and Deployment
Scenarios

Closing the Gap between Research and Implementation
Experimental prototypes, Test-Bed and Field Trial Experiences

Multi-Objective loT System Modeling and Analysis—Performance,
Energy, Reliability, Robustness

loT Interconnections Analysis—QoS, Scalability, Performance,
Interference

Real case deployment scenarios and results
loT Deployment at Government and ISPs
loT Deployment on Agriculture, Retails, Smart Cities, etc.

loT Interconnections among ISPs Analysis—QoS, Scalability,
Performance, Interference

Gaps Analysis for Real Deployment
loT and Future Internet Architectures
Standardization and Regulation

loT keretrendszerek és ipari alkalmazdasaik =
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loT Structural Ecosystem
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http://www.slideshare.net/Nibodha/enterprise-architecture-and-iot
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lpari esettanulmany példak

Otthoni szemezgetésre

loT keretrendszerek és ipari

alkalmazasaik 5
SmartComlab



Példak az energia-szektorbol (1)

* MicroGrid system — Barcelona

* MicroGrid System installation at large buildings in
Barcelona

* Integration of information from various sub-systems
addressing the combined electrical energy production

* Energy savings estimated = 25%

A

)
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Példak az energia-szektorbol (2)

* |ntelligent Street Lighting Control Solution -

Jyvaskyla Finland
 Utilised daily profile to dim the lights during night

* Currently installations are going on for another pilot utilizing
also motion detectors: lights are dimmed if no motion

(cars/pedestrians) is detected
 Measured energy savings = 62%

loT keretrendszerek és ipari alkalmazdasaik =
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Példak az energia-szektorbol (3)

* Elevator micro grids with photovoltaic cells at
building roof

* Energy recovery from lift operations (up vs down)

* Use of 3 shared services: energy tariffs, prediction, energy
planning

TR - HOW STORAGE WHERE DOES THE
* Minimizing grid supply UNITS ARE USED ~ ENERGY COME FROM

* Energy savings up to 65%

o4¢

Battery  Supercapacitor

raho of energy B renewable source
M used through B purchased from grd
Storage it B recovered from hift
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SmartComl ab



Példak az energia-szektorbol (4)
e District heating load balancing - Lulea Sweden

* Adaptive control curve service
* Load balancing of each building peek energy demands service
* Multi-site optimisation service
* Interacting with load balancing and the adaptive control curve

e Stena (housing companv) claim Ings in energy usage.

5
SmartComl_ab




Példak az energia-szektorbol (6)
e Car heating units - and system control

* Engine block heating poles R

* Energy distribution
e Individual control of stationd
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Példak az energia-szektorbol (7)

* Smart buildings —thermal leakage control
* Smart homes & public buildings

L)

[

- I‘.‘ﬁ :
= ="_.__""

Building thermal data

Automaticthermal leaks detection

e
FEE B

Correlation betweenimage

—_ e A0
results

i BIM
Processing
results and Gbxmlmodel Gbxml model
WS application Server with thermal processing Bbrary and

database of bulldings thermal images and BIM flles
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Példak az energia-szektorbol (8)

* Smart buildings — HVAC monitoring
* Smart homes & Public buildings

35% Savings - | 50% savings
| HVAG— | ] e
. . consumption
| consumption - e 1 (Free cooling
| . ‘: i in fresh
i '1 nights)
'i 4l || i

i W
|m 4t ranibit
| |

)
| ! l Wy . .
™ Wy F 01 F 4 8 BT LY B U EE MUY e SN ED
| P. i e e T e
s
® 1 2 1 4 % & 7 1% BN UDMNENDPSSENNADDN
e =

@wmmwmammmm
Bppee -:;|=|;{. IPeE Qonfort warranty
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Elektro-mobilitas szereplbi (9)

Other stakeholders
(e.g. Car manufacturer)

Clearing House

OCHP OCHP OCHP
Distribution Systems Charge Point Electric Vehicle Navigation Service
Operator Operator Service Provider Provider
(DSO) (CPO) (EVSP) (NSP)

y

T
)

/o7,

Registration

Authentication Navigation
User
Charge control @
Charge Point Electric Vehicle
loT keretrendszerek és ipari alkalmazdasaik =
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Az energia-piac integralt és virtualizalt
vezérlése

Efficient
Production
(manuf/
process)

Elektromos
autok toltése

Electro-
Mobility

Energiatermeldi
oldal

The Virtual
Market of
Energy

Okos épuletek
energiafogyasz
tasa

Smart
Buildings

Energiatermeldi
oldal

Energy
Production
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Kereslet-kinalat kiegyenlitése

* Energy production and consumption offers are aggregated and
scheduled to utilize (renewable) energy more efficiently

g ——

Scheduled i
| " o h
— S —
B l 7O B

amount (macro) |

Aggregated

Disaggregated

1

— 1]
Collected from prosumers Distributed back to prosumers
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Prediktiv Uzemeltetés és karbantartas (1)

HMI

Analysis and decision making

o (Distributed & Cloud )

Data sources
(On-premises & Cloud)

)
- O
Open Data CRM CMMS k
MES Geo Information ERP Ooo Ooo O'Oo analyls;isanddecision making
oca

»
h k= 5%
( To¥o
B & | A seswww

Communications in

L
b
Wy# challenging environments
gy

Smart sensors Smart sensors  Smart sensors
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Prediktiv Gzemeltetés és karbantartas (3)

Collaboration
with workers

Collaborative
data sources

from different
vendors

Collaborative
assets from
different
vendors in a
fleet

Collaborative
sensors and
sensor
natworks from
different
vendors

In an asset

5
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Termeéek-éeletciklus”

Product Lifecycle Management Systems and ERP
Arbeits- Produktions- \ Fertigung &
m

Automatm_ \dentification Data Smart Logistics Robotics 3 Smart Planning 2
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Tovabbi ipari alkalmazasok

- gyartosorok és kapcsolodo tertletek (2)

Tier2 Use Cases

Frontend / backend double sided cooling technology
High Automation Solution in SC Wafer production line
Data Analytics, Semiconductor Data Lake

Fab robotization

Factory Supervision for variability reduction

Adaptive mobile robotic systems for smart manufacturing

Smart Semiconductor Production Automation by Flexible Autonomous Robots with
Advanced Handling Functionality

Smart, adaptive and intelligent substrate handling
Automation frame work for new equipment without automation standards

Automation frame work and automation strategies for advanced carrier cleaning
procedures for semiconductor substrates

Real-time based, Global and Local production Optimizations “RIGLOS”,
Optimization network using advanced scheduling

Modern outlier detection methods for semiconductor manufacturing
Management of Automated Fab Control, Tasks and Decisions

People in a 4.0 digitalized manufacturing area (Change Management)

Single device tracking and advanced process control in assembly and packaging_;for
system integration )

SmartComLab



Onjard logisztikai robot

......
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