


VM halozati megoldasok helyett konténer megoldas

Feature | Container WM ___________

Isolation

Service

Service Discovery
and Load balancing

Scale

Implementation

Network isolation achieved
using Network namespace.

Typically, Services gets separate
IP and maps to multiple
containers

Microservices done as
Containers puts more emphasis
on integrated Service discovery

As Container scale on a single
host can run to hundreds, host

networking has to be very
scalable.

Docker Engine and Linux bridge

Separate networking
stack per VM

Multiple services runs in a
single VM

Service Discovery and
Load balancing typically
done outside

Host networking scale
needs are not as high

Hypervisor and Linux/OVS
bridge



Konténer: halozat elvarasok

» IP kapcsolatok a sajat haldzatban
» IP cimek: IPAM — IP Address Management
» Kilvilag elérése: NAT, hozzaférés a host i/f-hez

Bare Metal / Virtual Machine Bare Metal / VM
Container Container Container
eth0 eth0 eth0
OS Networking OS Networking
I ensp0 I ensp0

Physical Network




IPAM — IP Cim menedzsment

-J Docker does the |IP address management by providing subnets for networks
and IP addresses for containers.

) For default “bridge” network, custom subnet can be specified in Docker
daemon options.
) Users can specify their own subnet while creating networks and specify IP
when creating containers. Following example illustrates this.

docker network create --subnet=172.19.0.0/16 mynet

docker run --ip 172.19.0.22 -it --network mynet smakam/myubuntu:v4 bash

- Using remote IPAM plugin, IP addresses can be managed by external
application instead by Docker.

J Remote IPAM plugin can be specified using “--ipam-driver” option while
creating Docker network. Infoblox is an example of external Docker IPAM plugin.

) Docker also supports assignment of IPV6 addresses for Containers.




Docker halozati modell

» Docker: Container Network Model (CNM)
» Libnetwork — a megvalositas
» Sandbox, Endpoint és Network

Container Host Container Host Container Host

Backend Container App Container Frontend Container End pDI nt

MNetwork Network
Sandbox

External

: : Network

Backend Network Frontend Network




CNM és Libnetwork
CNM usage in Docker

CNM constructs
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Picture from Docker white paper | @
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Sandbox — A Sandbox contains the configuration of a container's network stack. In Docker example,
Container network namespace is the equivalent of Sandbox.

Endpoint — An Endpoint joins a Sandbox to a Network. EthO and veth are the endpoints in above
example.

Network — Multiple endpoints share a network. In other words, only endpoints located in same
network can talk to each other. In above example, docker0 is the bridge network.



Docker halozati alternativak

Driver/

Features

Connectivity

Service
Discovery and
DNS

External
connectivity

Namespace

Swarm mode !

Encapsulation

Application

Bridge

Same host

Using “links”.
DNS using
/etc/hosts

NAT

Separate

No support yet

No double encap

North, South
external access

User defined
bridge

Same host

Done using DNS
server in Docker
engine

NAT

Separate

No support yet

No double encap

North, South
external access

Same host

Done using DNS
server in Docker
engine

Use Host
gateway

Same as host

No support yet

No double encap

Need full
networking
control, isolation
not needed

Overlay

Multi-host

Done using DNS
server in Docker
engine

No external
connectivity

Separate

Supported

Double encap
using Vxlan

Container
connectivity
across hosts

Macvlan/ipvl
an

Multi-host

Done using DNS
server in Docker
engine

Uses underlay
gateway

Separate

No support yet

No double encap

Containers
needing direct
underlay
networking



Default: Docker bridge network

J Used by “dockerQ” bridge and user-defined bridges.

J “dockerQ” bridge is created by default. User has the
choice to change “docker0” bridge options by specifying
them in Docker daemon config.

1 User-defined bridges can be created using “docker
network create” with “bridge” driver.

J Used for connectivity between containers in same
host and for external North<->South connectivity.

J Services running inside Containers can be exposed by
NAT/port forwarding.

J External access is provided by masquerading.

docker run -d -p 8080:80 --network bridge --name web
nginx

Picture from Docker white paper




MOTIVACIO




Motivacio — multi host

» Docker konténerek docker

parancsokkal kezelhetok
» Adott gazda gépen (on-host)
» Haldzati kapcsolatok nehézkesek

» dockerQ bridge
» Kiilonallo gépekre telepitett @ & @
docker konténerek kapcsolata?
» Mult-hosting
» El0szor kiilsdO megoldasok
(pl. serf - https://www.serf.io/)
» Késobb Docker Swarm — multi-hosting in Docker

»It turns a pool of Docker hosts into a single, virtual Docker host”
» Nem Osszetévesztendd a Docker Swarm Mode-al :( (v1.12 utan)

10



Docker Swarm

» Consul, ZooKeeper, etcd — kiilsd KV (key-value) tar

» Melyik Docker node része a klaszternek, kell-e halozat egy adott
névtérben

» Kiilso komponens, de ugyanaz az API, mint a Docker esetében

orcd JOOkOODor

Swarm / Networkin L
g LI G:,: lI libkv
GL' m Machino - i Smpio Fila
l discoveory E;TC"-W A
SWAL g SWAL Ly SWAPA
Managers i — é‘iﬁ ﬁé@
= L . —
-------- ;
Agerte — (B
ﬁ@ﬁ ﬁ@ ﬁ ﬁﬁ ﬁ

Owveriay networking (vxlan)
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Motivacio - orkesztracio

» Mi hianyzik egy teljes Docker rendszerhez?
» Orkesztracio
» Amit a felhok nyujtanak
» Cél: automatizalt konténer telepités és menedzsment multi-host
kdrnyezetben (incl. skalazddas vezérlése)
» Egyik megoldas: nyilvanos felhokben Docker
» Amazon Web Services, Google Cloud, Microsoft Azure

» Masik megoldas: Docker + OpenStack
» OpenStack Magnum

» Harmadik megoldas: Docker orkesztracio
» Apache Mesos (2010)
» Google Kubernetes (2014)
» Docker Swarm Mode (2016)
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Cloud Native Computing Foundation

» Mikroszerviz 6koszisztéma
» Konténerek orkesztralasaval
» Google tamogatja
» rkt-t javasoljak a Docker helyett

CLOUD NATIVE

COMPUTING FOUNDATION

About Projects Certification Peaple Community Mewsroom

fluentd
kubernetes

Sustaining and Integrating
Open Source Technologies

The Cloud Native Computing Foundation builds sustainable ecosystems and fosters
a community around a constellation of high-quality projects that orchestrate
containers as part of a microservices architecture.




DOCKER SWARM MODE




Docker Swarm Mode

» Swarm mode = Docker engine futtatasi mod
» Amennyiben a Docker engine-k egy kdzos
klaszterbe vannak szervezve

» Egy Docker engine = egy node

» Swarm = ez a fenti klaszter
» A cél: szolgaltatasok (services) inditasa ebben a klaszterben

» Eqgy fizikai gep elvileg tobb node-ot tartalmazhat

» ,Komoly” Gizleti kdrnyezetben egy Docker engine / fizikai gep
» Gyakorlatilag a Docker engine-t futtatd host-ok vannak egy
klaszterben

» Szolgaltatoi modell = a felhasznalok egy service-t érnek el
» A service replikalt feladatot végez és meghatarozza a miikodeés
kereteit (halozat, eroforras, replikacids szint és politika)
» TObb node-on futtatot feladatokat (task) egyittesen képvisel
» Task = feladat (= docker konténer), amit a service kezel
» Elemi eroforras egyseg, egy node-on fut
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Legacy Swarm vs Swarm Mode

» A legacy swam az kiilénallo komponens, a swarm

mode az integralt megoldas

Swarm

Separate from Docker Engine
and can run as Container

Needs external KV store like
Consul

Service model not available

Communication not secure

Integrated with machine and
compose

Swarm Mode

Integrated inside Docker engine

No need of separate external KV store

Service model is available. This provides features like
scaling, rolling update, service discovery, load balancing and
routing mesh

Both control and data plane is secure

Not yet integrated with machine and compose as of release
1.12. Will be integrated in the upcoming releases
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SwarmkKit

» Onallé Docker projekt

» De a DockerEngine az 1.13 verziotol a
SwarmMode-ban hasznalja

Swarmkit

Plumbing opensource project

Swarmkit needs to built and run
separately

No service discovery, load balancing
and routing mesh

Use swarmctl| CLI

Swarm Mode

Swarmkit used within Swarm Mode and tightly
integrated with Docker Engine

Docker 1.12 comes integrated with Swarm Mode

Service discovery, load balancing and routing mesh
available

Use regular Docker CLI
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Swarm Mode architektira

» A Docker Swarm Mode node-jait egy menedzser (Manager) vezérli
» Feladata: klaszter vezérlés, API biztositasa, eroforras Utemezés
» TObb Manager elosztott redundans izemet biztosit (high availability)
» A Worker node = task-ok futtatasa (Manager egyuttal worker is lehet)

» Worker node futtatas soran Manager-ré nevezheto ki (és forditva)
» Worker node-ok egy mesh halézatban vannak szervezve

Raft consensus group

Internal distributed state store .

4 e
’ ‘><‘ =

A '/ \ \:
Worker ! Workeré Worker Workeré Workeré Workeré ﬁVorkeré

Gossip network
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Raft konszenzus

» Elosztott megoldas
» A cél a workerek allapotardl egyseges kepet kapni

» Redundancia biztositasa egy dinamikus kérnyezetben (pl. ha
meghal/kilép egy master)

CEEHEHEEEE

Replicated
And

Fault
Tolerant

Z<—X|
(i Consensus Consensus Cans nsus
Module achine Module Machine Ma hlne
Log Log Log
| xe1 | ye3 | x4 | z<x [ %1 | ye3 | a4 | z<x | x—1 | ye3 | x4 | zex

PUAT AN

Clients

Servers
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Legfennebb egy ,leader” egy klaszterben
» Fail/stop modell a ,bizanci generalisok” helyett

start
l Passive (but expects
Follower
, regular heartbeats)

discover
higher "o

heartbeat
term

. _Issues RequestVote RPCs

Candidate to get elected as leader
win
election
Issues AppendEntries RPCs:

Leader ........................................ ® Replicate itS |Og
* Heartbeats to maintain leadership
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Swarm mode halozatkezelése

» Szolgaltatashoz port-ot rendelni
» Swarm-on kivili kérések fogadasa (ingress nw = bejovo hivast kezeld halozat)
» A host-ok egy Swarm mode routing mesh részei kell legyenek
» Minden host-on kell futnia egy terheléseloszto funkciot (load balancer) is
végzd modulnak
» Swarm mode routing mesh része
» Ez juttatja el a kérést a megfelelo konténerhez
» Akkor is, ha az a konténer mas host-on fut
» Akkor is, ha a kérést eloszor fogado host-on nem is fut olyan task

192.168.99.100:8080 192.168.99.101:8080 192.168.99.102:8080
my-web published port my-web published port my-web published port
swarm swarm swarm
load load load
balancer balancer balancer
et UPREPRPREL UL
ST B &
,.:,';.-.-,-,-;::.‘.‘.'-':----"""" ""'--.,g‘ ...........
10.0.0.1:80 10.0.0.2:80
my-web. 1 node1 my-web.2 node2 node3
192.168.99.100 192.168.99.101 192.168.99.102

ingress network o



Routing mesh: SWIM

»

»

»

»

»

A Docker Haldzati Vezérlési Sik (Docker Network Control Plane)
biztositja a haldzati informacio konzisztenciajat
Routing atfedo (overlay) tart fent

» Az adat sik VXLAN alapon van megvaldsitva

SWIM — elméleti projekt
Hashicorp Serf javitotta

A Docker Swarm Mode a SWIM alapjan mikodik, pletyka alapu allapot
terjesztéssel =

o

control plane (tcp/udp 7946) control plane (tcp/udp 7946)

Network 1 Network 2 22



SWIM - ,,0kos” ping mechanizmus

>

Vv

>

Vv

>

d

>

Vv

Vv

Nem csak direkt ping
~Piggyback”

Nem zarja ki azonnal
node-ot

Statusz frissités
— pletyka alapon

TIME

M.
!
—  chooze random M A
choose k random |
members
T!

=] %

\

oo
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VXLAN az adatsikban

Application Data
TCP/UDP Header
$rc: 10.0.0.2 Dst: 10.0.0.3

Src: AAAA  Dst: BBBB

eth0: 10.0.0.2

eth0: 192.168.0.2

Application Data

TCP/UDP Header
Src: 10.0.0.2 Dst: 10.0.0.3

Src: AAAA Dst: BBBB

eth0: 10.0.0.3

eth0: 192.168.1.3

Overlay Network

Application Data
TCP/UDP Header

Overlay IP Header

Overlay MAC Header

VXLAN Header

uDP

Underlay IP Header

Underlay MAC Header

Src: 10.0.0.2

Dst:10.0.0.3

Src: 192.168.0.2

Dst: 192.168.1.3
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Szolgaltatas azonositas, ,registry”

J Service discovery is provided by DNS server available in Docker
engine.

J For unmanaged containers, container name resolves to
container IP. Alias names can be also be used.

1 For services using service IP(endpoint mode=vip), service name
resolves to service IP which in turn forwards the request to
containers. In this case, ipvs based L4 load balancing is done.

J For services using direct DNS(endpoint mode=dnsrr), service
name directly resolves to container IP. In this case, DNS round
robin load balancing is done.

J Service Discovery is network scoped. Only containers in same
network can discover each other.
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Szolgaltatas hozzaféreés: Load Balancing

- Forunmanaged containers, load balancing is done using simple round robin load balancing. Using aliases, a singli
alias can load balance to multiple unmanaged containers .

.J Docker takes care of load balancing internal services to the containers associated with the services.

1 For services using service IP(endpoint mode=vip), ipvs and iptables are used to load balance. This provides L4
based load balancing. Ipvs is Linux kernel load balancing feature.

.l For services using direct DNS(endpoint mode=dnsrr), DNS round robin balancing is used.

-1 For services exposed externally, Docker uses routing mesh to expose the service on all Swarm nodes. Routing
mesh uses “ingress” network to connect all nodes.

.. For HTTP based load balancing, HRM(HTTP Routing mesh) can be used. This is supported only with Docker EE.
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