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Halozat virtualizacio

» Ugyfél szint( szeparacio tdmogatas
» Virtual Extensible LAN (VXLAN) — RFC 7348

» Cisco, VMware
» virtualis L2 haldzati forgalom atvitele L3 fizikai hal6zaton

» Network Virtualization using Generic Routing
Encapsulation (NVGRE)
» Microsoft, Intel, HP, Dell

» Generic Network Virtualization Encapsulation (GENEVE)
» a fenti kettd fuzioja

» Stateless Transport Tunneling (STT)
» Nicira = VMware
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VXLAN

» Ugyfél eredeti L2 kerete
» eredeti MAC cimmel és VLAN cimkével

» MAC-in-UDP

» VXLAN és UDP fejlec

» VXLAN network ID (VNID) — ez azonositja az ligyfelet

» fizikai halozat: IP Utvonalvalasztas (Layer3)
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VXLAN

» VXLAN Tunnel End Point (VTEP)

» MAC-to-VTEP tablak tanulas utjan (IP multicast)
» egy VNI osszes VTEP-je egy multicast csoportban

\
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NVGRE

» hasonlo a VXLAN-hoz

» alapja: Generic Routing Encapsulation (GRE)
» altalanos fejléc
» sok kilonbdzo protokollra
» pont-pont kapcsolat

» NVGRE
» (SF{EEfejkéC

» Fod—F—t—t—F—F—F -ttt —F—F—F—t—F—F—F—F—F—t—F—F—F—F—t—F—F—F—F—+—+—+
[O] [11]10] ReservedO | Ver | Protocol Type 0x6558 |
Fod—F—t—t—t—F—F -ttt —F—F—F—t—F—F—F—F—F—t—F—F—F—F—F—F—F—F—F—+—+—+
| Virtual Subnet ID (VSID) | FlowID |
FoF—F—t—t—t—F—F -ttt —F—F—F—t—F—F—F—F—F—t—F—F—F—F—t—F—F—F—F—+—+—+

» Virtual Subnet Identifer (VSID) 24 bit = 16 millié tgyfél
» FlowID: opcionalis, egyedi folyamazonositd
» ECMP hash szamitashoz
» belll nincs VLAN cimke (vagy levételre ker(l)
» VSID-be kodoljak

| Ethemet Y

‘ Header Payload | FCS
Outer Outer NVGRE | Inner | Payioad ‘New
Ethernet P Header Ethernet | FCS
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NVGRE

» Network Virtual Endpoint (NVE)
» VSID és DMAC alapjan a cimzetthez kapcsolodo NVE IP
cimére kildés
» az Internet draft nem specifikalja
» a cim informaciok terjesztését
» VLAN informacio helyrealltasat

192.168.1.10 —» | —
192.168.2.20

192.168.1.10 —» | E—
192.168.2.20
A Packets on the wire

152.168.1.10 192.168.2.20

r’ﬁ

.t,, ; d

lDllll B 1011.1.1 101112 101112
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Generic Network Virtualization Encapsulation

» MAC-in-UDP over IPv4/IPv6

univerzalis, kiterjeszthetd megoldasi javaslat
csak a beagyazasi formatumot definialja
opcionalis mezok

» nem fix mezohosszak, rugalmassag

» Geneve fejléc:

e R T S e e e e St S

>

v

>

v

>

A\

|Ver| Opt Len |O|C]| Rsvd. | Protocol Type l
t—t—t—+—F—t—F—F—F—t—F—F—F—t—F—F—F—F—F—Ft—t—F—F—Ft—F—F—F -+ —F+—F+—+—+
| Virtual Network Identifier (VNI) | Reserved |

bttt -ttt -ttt —F—t—F—F -ttt —F—F -t —F -t —F -t —F—F—+—+—+
| Variable Length Options |
bttt -ttt -ttt —F—t—F—F -ttt —F—F -t —F -t —F -t —F—F—+—+—+
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Alagut vegzodeés helye

» hypervisor/vSwitch-ben
» legkozelebb a VM-ekhez
» CPU eroforras
» TCP segmentation offload (TSO), checksum offload
tamogatas
» fizikai halozati kartyan
» Offload tamogatas a tunnel protokoll fejlécre is
» fizikai kapcsolon
» forras VM nem ismert
» VNID/VSID meghatarozasahoz kell a belso MAC cim
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Stateless Transport Tunneling (STT)

» elsodlegesen vSwitch-ek : 1 : :
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Osszehasonlitas
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OPENSTACK NEUTRON
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OpenStack halozati architektura

» ,Networking in OpenStack is a complex, multifaceted
challenge.” /OpenStack Operations Guide/

» Network as a Service

» feladatok

» IP cimek kezelése
» statikus, DHCP
» floating IP

» Virtualis haldzatok kezelése
» flat, VLAN

» Onkiszolgalé modon
» tobbféle megoldas
» Nova networking / Neutron
» single-host / multi-host
» Neutron
» plug-in szemlélet
» SDN/OpenFlow

2016.tavasz 13



Neutron network

Minimal Architecture Example - Service Layout

OpenStack Networking (neutron)

-
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Minimal Architecture Example - Network Layout
OpenStack Networking (neutron)

Controller Node

~

Block Storage Node 1

Network Node

Interface 2
10. 4

Inte
[unnumbered)

Compute Node 1

Interface 2
10.0.1.31/24

Object Storage Node 2

Tunnel network

External network
203.0.113.0/24 \

Storage network

Management network

C] Core component

| Optional component
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Nova és Neutron Network

» Nova

» alapfunkciok
» network address translation (NAT), DHCP, DNS

» L2 halozat
» korlatozott skalazhatosag
» VLAN, DNS&DHCP (dnsmasq)
» Neutron
» halozat absztrakcio

» L2/L3 haldzat, 6nkiszolgalé mddon, szabalyokkal
» pl. tobb szegmensbadl allo halozat egy web alkalmazas szamara

» Load Balancing, Virtual IP, VPN, t(zfal
overlay VLAN tunneling
Distributed Virtual Router (Juno)

>

v

>

v
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Neutron halozat absztrakcio

» Kilso (external) /ez fizikai/ haldzathoz illesztés, pl.
Internet

» Belso halozatok a VM-ek dsszekotesere
» virtualis: haldzat, alhaldzat, dtvonalvalaszto
» hozzarendelheto kiilso IP cim, hogy elérheto legyen

» Security groups
» tlzfal szabalyok
» VM-hez rendelt

» Open vSwitch
» core plugin
» br-int (integration bridge)
» VM-ekhez kapcsolddik

» br-ex
» kiilsO haldzathoz kapcsolddik
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Neutron komponensek

» szerver + plugin +
agent struktura

» heutron-server

» controller node-on fut Management

» API kérések kezelése

» halozati modell és 1 e 11

heutron-server

portokhoz rendelt IP

| | SQLdb
nova-compute

cimek beallitasa

neutron-metadata—agent |

r

SDN

nova-scheduler

| neutron-plugin-agent |

» plugin — kiterjesztes:

Service
neutron-L3-agent | Node Com pute Node

keystone

A ar
A

neutron-*-plugin

| neutron-DHCP-agent I

neutron-*-plugin-agent | AMQP

» network node-on fut

1

nova-api

» plugin-agent: neutron- ™ Network Node

*-agent
» compute node-on fut

Cloud Controller
Node

Guest

» menedzseli a lokalis

virtudlis kapcsolot External SV AP ot

Dashboard Node

» altalanos agent-ek

N
» DHCP: neutron-dhcp-
agent
» L3 agent: neutron-I3-
agent m
» L3/NAT funkcid a
kiilsO halozat felé
» megvalositas:

Linux IP stack és
iptables
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Modular Layer 2 (ML2) plugin

» Kilonbozo L2 haldzati technoldgiakat kezel
egysegesen

» Egylttmlkodik az openvswitch, linuxbridge, és
Hyper-V L2 agent-ekkel

» Halozat tipusonkénti meghajtok (type drivers)
» Flat
» Local (DevStack single box)
» VLAN

» GRE
» VXLAN
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Halozati névterek

» Network namespaces
» kernel szintl megoldas, nem csak halozatokra
» fajlrendszer, folyamat, felhasznalo, stb.
» izolalt Layer2 halozatok, atlapolodo IP cimekkel
» virtualis interfészek, Utvalasztok szeparalasa
» pl. dhcp-agent és 13-agent kilon névtérben fut

» Gyakorlatban
» 1p netns
» kilistazza a névtereket
» 1p netns exec <névtér> <névtérre
vonatkoz6 parancs>

» pl. ip netns exec gdhcp-e521f9d0-albd-4ff4-bc81-
78a60dd88fe5 1ip a
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Neutron: single/multiple flat halozat

Quantum Server

MNova Services

L2 Agent

Nova Compute

IIT

Keystone
ControlerNode Management
100.1.1.2 | Network I
100.1.1.0/24

D
30

ta
twork
.0.0.0/24

30.0.0.1

Public
Network

Tenantd
VM1
30.0.0.2

TenantB TenantA
VM1 VM2
30.0.0.3 30.0.0.4

TenantC
VM1
30.0.0.5

Physical Router

TenantA TenantB
VM1 VM1
30.0.0.2 30.0.0.3

TenantC
VM1
30.0.1.3
30.02.2

Physical Router

TenantD
VM1
30.0.2.3

2016.tavasz

20




Neutron: szolgaltatoi utvalasztoval

Management Network

neutron-I3-agent
neutron-dhcp-agent

Network Node

Data Network

nova-compute

neutron-*-plugin-agent

Compute Node

l

External
Network

API
Network

— |

rabbitmg-server
nova-api
nova-scheduler
nova-conductor
keystone-all
neutron-server
glance-api
glance-registry

Cloud Controller
Node

Tavkozlési és Médiainformatikai Tanszék /J(
—

TenantA
VM1
30.0.0.3
10.0.0.2

TenantA
VM2
30.0.04
10.0.0.3

Internet

Physical Router

TenantC
VM1
30.0.0.5
10.0.1.2

TenantC
VM2

10.0.1.3
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Neutron: ligyfel utvalasztokkal

TenantA TenantA TenantC TenanlC TenantC TenantC
VM1 VM2 VM1 VM2 VM3 VM4

30.0.0.4 30.0.0.5 30006 30.0.0.7

10.0.0.2 10.0.0.3 10.0.0.2 10.0.0.3 10.0.1.2 10.0.1.3

TenantCNet2 Ll

10.0.1.0/24 __+ o

GRE Tunnel ID: 3 — T
~ |

Keystone
Controlier Node Management Compute Node
[ Network I Data network
GRE Tunnel Physical Router
external Network Node
Network
30.0.0.0/2 L3 Agent
DHCP Agent
L2 Agent
TenantANetl — — __,/
10.0.0.0/24 TenantCNetl
w GRETunnel ID: 1 4 10.0.0.0/24
GRE Tunnel ID: 2
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Internet

Test Access Point (TAP) device

int-br: integration bridge

br-eth1: VLAN internal/external cimke forditas
veth: int-br-eth1 és phy-br-eth1 kozott

Neutron network paths

VLAN networks

GRE networks

VLAN and GRE networks

phy-br-eth1 1 phy-br-eth-1
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Floating IP

» Neutron Utvalaszto
» gateway a VM-eknek

» iptables/NAT szabalyok az

utvalasztd névterében
» nova network: a
hypervisorban
» floating IP cimek a fizikai
utvalszto publikus
cimtartomanyabol
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Diagram 1.1 - Logical Neutron Router

Provider Metwork: 182.168.100.0/22
Default GW: 182 1681001722
DHCP Range: 192.168.101 .1/22 - 192 168.103.254/22

eth0 (WAN)
192.168.101.2/22

eth1 (LAN/APPS) // %, eth2 (LAN/DMZ)
10.241.0.1 W, 10.242.0.1/22

VM VM

Instance A Instance B
192 168.101.3 == 10.241.0.2/22 192.168.101.4 == 10.242.0.2/22

- Diagram 1.1 -
ethl is connected to a PROVIDER network.
eth1 is connected to a TENANT network,
eth2 is connected to a TENANT network,
Floating IPs are assigned from the DHCP range of the PROVIDER network:

DHCP Range: 192.168.101.1/22 - 192.168.103.254/22

2016.tavasz
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Elosztott utvalaszto ... o ewen

___________ " ¢
| Distributed =True | | Distributed = True | :— Distributed =True |
| SNAT = True | I SNAT = False | | SNAT = False |

n n [ I e —————— J s s S ———— | L R e S s—— J
New Service Node/
>> D I St rI b u ted VI rt u a Legacy Network Node Compute Node 1
i B
DNSMasQ T2 n-
Router (DVR) i e
" g ; FLOW
BR-INT now : ‘B_-IN_T\ ooy
: )
R
i3 fc 1R2 d
L'
ow ARP
| TABLE ‘ARp
TABLE
T2SNAT »
TI-SNAT 3 2
‘ Floating IP ’
FLOW :
BR-EX BR-TUN YABLE BR-EX Bi].-TUN
Y _

—> Enhanced L3 Agent

TENANT A - With Distributed Routers and the Green VM in Compute Node 2 configured with Floating
IP. The Default SNAT is provided by the Service Node

ENANT B - With Distributed Routers and the Pink VM in Compute Node 1 configured with Floating IP.
he Default SNAT is provided by the Service Node
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Virtualis halozatok kialakitasa

OpenStack Networking (neutron)

Initial Networks

Compute Node

Instance

GRE

-

demo-instancel
ethl

Interface 2
10.0.1.31/24

Security
Groups

Open vswitch

v

Integration Bridge Tunnel Bridge
br-int br-tun

L

£

» Open vSwitch

Tunnel network
10.0.1.0/24

External network
203.0.113.0/24

Network traffic flow from instance
to external network (Internet)

Tunnel

Network Node

Interface 2
10.0.1.21/24

* Open vSwitch
Tunnel Bridge
br-tun

External Bridge

br-ex

Y

f

Integration Bridge

br-int

’

L.

b i

Tenant Network
demo-net
—_—
Tenant Subnet
demao-subnet
192.168.1.0/24

DHCP Server

A '

Gateway
192.168.1.1724

External Network
ext-net
—
External Subnet
ext-subnet
203.0.113.0/24

SNAT/DNAT

~

Gateway
203.0.113.101/24

L% o

’ L

N

Tenant
Router

demo-router

L

» Sszabalyok megadasa ovs-dpctl / OpenFlow segitségével
» pl. leképezés a VM MAC cime és a hypervisor transport IP cime

kdzott
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Forrasok

» Overlay Virtual Networking Explained, Ivan

Pepelnjak, NIL Data Communications, 2011.

» http://docs.openstack.org

» https://developer.rackspace.com/blog/neutron-
networking-I3-agent/

» https://www.rdoproject.org/Networking in too m
uch detail
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