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Routing protokollok

» Feladatuk

optimalis utvonal (next hop) kiszamitasa barmely
csomopontok kdzaott

aktualis allapot informacié gyuijtés a halozatrol
utvonalak kalkulalasa
forwarding tablak

konfiguralasa P

. . , . _ Client
dinamikus karbantartasa, frissitése | compuer "i\ﬂouler
bejové routing protokoll Gizenetek alapja

routing informaciok
feldolgozasa
terjesztése

 Router
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Routing protokollok

» Halbzat: abszrakt graf
csomopontok: routerek
élek: linkek

élkoltség: valamilyen metrika (pl.
késleltetés, savszelesség
kifejezése)

"% » cel:
_ (valamilyen ertelemben) optimalis,
1 5 legkisebb kéltségii Gtvonal

- meghatarozasa két csomopont

——;" 1 ;-1

pl. legrévidebb ut
» Ismerds algoritmusok:
Dijkstra algoritmus
Bellman-Ford algoritmus

1

J. Kurose, K. Ross, “Computer Networking: A Top-Down Approach”, Pearson, 2012
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Csoportositasuk

» Globalis vs. Elosztott
globalis: minden router ismeri a teljes topologiat

elosztott: minden router csak a szomszédjait és a télik kapott izeneteket
ismeri

» Intra-domain vs. Inter-domain

intra: Interior Gateway Protocol (IGP)
k6z6s adminsztrativ domain
rugalmatlan szabalyok
egyes esetekben nem jol skalazodik

inter: Exterior Gateway Protocol (EGP)
kilon adminisztrativ domainek, AS-ek (Autonomous System) k6zott
jol skalazodik (internet)

» Link state vs. Distance Vector (Id. kés6bb)
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Csoportositasuk

» Interior Gateway Protocol (IGP) peldak
OSPF (OpenShortest Path First)
IS-1S (Intermediate System to Intermediate System)
RIP (Routing Information Protocol)
EIGRP (Enhanced Interior Gateway Routing Protocol)

» Exterior Gateway Protocol (EGP)
BGP (Border Gateway Protocol)

|d. MSC (internet architektura és szolgaltatasok féspecializacio)
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Link State alapu routing

» MUkodesi elv
globalis nézeten dolgozik
LSP: Link State Packet (id, costs, seq.no, ttl)
egy router
mindenkinek kild LSP-t (broadcast)
a kdzvetlenul kapcsolodo linkjeirdl
periodikusan Ujra generalja (seq.no++)
legfrissebb beéerkezett LSP-ket tarolja
mindenki ugyanazt a topoldgiat latja
azon szamolja az utvonalakat
utvonalszamitas: Dijkstra algoritmus
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Peldaul: OSPF

4
4

4
4

v Vv

Open Shortest Path First (v2)

nyilt, IETF szabvany
v2: RFC 2328
IP felett

egyuttmikodés kulonb6z6 gyartok termékei kdzott!
korlatozott eréforras igeny

viszonylag gyors, automatikus konvergencia topologia valtozasokra

tamogatja
kilonb6z6 atvonal koltsegek szamitasat
hierarchikus, tobbszint(i topologiat
alkalmazas tipusara alapozott forgalomiranyitast
autentikaciot minden tizenetre
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Halozatemulacios kornyezet

Netkit, Quagga
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==ROMA
AZTRE

UNIVERSITA DEGLI STUDI

Universita degli Studi Roma Tre
Dipartimento di Informatica e Automazione
Computer Networks Research Group

Netkit

The poor man’s system for experimenting

computer networking

Version

2.3

Author(s)

G. Di Battista, M. Patrignani, M. Pizzonia, M.
Rimondini

contact@netkit.org

Web

http://www.netkit.org/

Description

an introduction to the architecture, setup, and
usage of Netkit
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netkit: a system for emulating

computer networks

= based on uml (user-mode linux)
= http://user-mode-linux.sourceforge.net/

= each emulated network device is a virtual
linux box

= a virtual linux box is one that is based on the uml
kernel

= note: the linux os is shipped with software
supporting most of the network protocols

= hence, any linux machine can be configured to act
as a bridge/switch or as a router
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Netkit

host machine memory

vm console

virtual collision *
domain

host machine
console

host machine nic J a 'U:,

REL

il s

real collision domain

2 Compater Networks

host machine

filesystem
12

lamk timdabas MNak N1 A
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Netkit

& host machine e
g caoliision
user@host$ i > -
domain 0
W pc3 - Alx]
user@pc3$ B
user@pcl |
pcz HMOR collision
user@pc2$ N domain 1
» 13 Halozatok épitése és lizemeltetése, OSPF gyakorlat - Sonkoly Balazs, BME-TMIT 2019/11/13



netkit vcommands

= allow to startup virtual machines with arbitrary
configurations (memory, network interfaces,
etc.)
m vstart: starts a new virtual machine
m viist: lists currently running virtual machines
m vconfig: attaches network interfaces to running vms
= vhalt: gracefully halts a virtual machine
m vcrash: causes a virtual machine to crash

= vclean: “panic command” to clean up all netkit
processes (including vms) and configuration settings
on the host machine
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15

netkit Icommands

= ease setting up complex labs consisting of

several virtual machines

= |start: starts a netkit lab

» |halt: gracefully halts all vms of a lab

m |crash: causes all the vms of a lab to crash

= Iclean: removes temporary files from a lab directory

= linfo: provides information about a lab without
starting it

= |test: allows to run tests to check that the lab is
working properly
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Quagga/Zebra

» Routing Szoftver csomag
GPL
FreeBSD, Linux, Solaris, NetBSD
GNU Zebra volt elébb
Quagga egy fork volt

“The Quagga tree aims to build a more involved community
around Quagga than the current centralised model of GNU
Zebra.”

az elovilagban a quagga halt ki
a routing vilagban a zebra

16 Halozatok épitése és lizemeltetése, OSPF gyakorlat - Sonkoly Balazs, BME-TMIT 2019/11/13



Quagga/Zebra

» Routing Szoftver csomag

zebra (core daemon)
kernel interface, static routes
zserv szerver (API) -> quagga kliensek felé
gquagga démonok
routing protokollok
ripd, ripngd, ospfd, ospf6d, bgpd, isisd
mindegyikkel dedikalt CLI-n (vty) keresztll kommunikalhatunk
hasonlo interfész, mint egy HW routernél
specialis quagga tool: vtysh
k6z0s front-end minden démonhoz
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) zebra: a routing daemon

'
file access ------- > I bgpd>fi |
connections

- =D
routing updates ———p bgpd Ir'ipd)l

hof (o =06
ripd| ospfd>R |
ospfd
.
anf
Rodomputer Networks netkit — [ lab: quagga ] last update: Nov 2011
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Vizsgalati kornyezet kialakitasa

» 1B213 labor: default HaEpUz (Mininet+Netkit) boot image
» Sajat gép:

Kiadott HaEpUz VM (Jupyter Notebook)

de most nem a notebookot hasznaljuk

Inditas VMware player vagy importalas Virtualbox-ba

» Arendszer egy Ubuntu 64-bit Linux + desktop environment, tartalma:
Mininet halézatemulacio
Netkit hal6zatemulacio
» OSPF lab inditasa:
$ cd ~/netkit/labs/netkit-lab_ospf-singlearea
$ Istart
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OSPF lab#1

netkit-lab _ospf-singlearea
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OSPF lab#1

10.0.0.0/24

topologia

eth(

10

10

ethl I

ospf cost for exiting
the interface

: M..' .l-IL ..::':u Tre
21

10.0.2.0/24

netkit = [ labs: ospf ]
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2

ethl

» single
(backbone)
area
0.0.0.0
10|

SERT » minden

interfészhez
B®)---ro 01020 ospf cost
default: 10
[7 |[seR0 néha

trikkosen
van beallitva!

inditas:
$ cd ~/netkit/labs/netkit-lab ospf-singlearea
$ lstart

last update: Nov 2014
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OSPF lab#1 topologia

» quagga teszt, pl. bbO routeren

[10.0.0.0/24] cd /etc/zebra; Is -

daemon conf fajlok

cat daemons

cat zebra.conf (passwd!)
cat ospfd.conf

1

—ay—y, |2th0
[y

?ﬁ ®
0.0.0.0 eéﬂ 45 ;[;

2.1
‘10.0.3.0,‘2!----@) e

bbO

d zebra

. for exiting an interface is 10

ospf cost for exiting
the interface

‘ 10.0.2.0/24

‘alling in 10.0.0.0/186

netkit — [ labs: ospf ] last update: Nov 20
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OSPF lab#1 topologia

10.0.0.0/24

eth0 1 eth0
10 10 0 enable, configure terminal, ?,
<tab>, show, list
0.0.0.0 T 125 10l-L
ethl ethI telnet localhost ospfd
show ip ospf
[10.0.3.0/24} -~ (D) B)---r0.0.1.0/24] vtysh (minden démonhoz)
ethl E-{':I etzho privileged user mode l
configurator mode
10 10 s M
T 2 zebra> enable
Area ID ! ethl Password: — .
zebra# configure terminal — start editing configuration
. B zebra(config)# hostname zebra-r3
::fpf ﬁogr’ft for exiting zebra-r3(config)# password foo T edit
e interface zebra-r3(config)# enable password foo | configuration
omputer Networks . zebra-r3(config)# quit = -
E oo o P Tre netkit — [ labs: ospf ] last U | epra-r3# wr-itg fi?e \ stop editing configuration I
configuration saved to\/Webra conf
zebra-r3# disabl e write changes to file
zebra-r3> exit
23 Halbzatok épitése és lizemeltetése, OSPF gyakorlat - . |Connection closed by\for'e1 gn host. | exit privileged user mode I
r3: ~#

» quagga teszt, pl. bbO routeren

telnet localhost zebra
szokasos lehetségek




Legrovidebb utak

om0 a7ad » traceroute -1 icmp
10.0.0.0/24
| bb1->10.0.2.1
Y L
%@ Y, @%1 melyik Gtvonal?
5 hogy jonnek
ath0 .
vissza az ICMP
-_10.0.3.0,’24 - D B ---__10.0.1.0,’24 ,
© %3 © valaszok?
ethl
2 bb1->10.0.3.2
/J\ 7 |[ethD
© 10 s melyik utvonal?
I ethl
shortest path to reach:

10.0.2.0/24

ospf cost for exiting shortest path to reach:
the interface

10.0.3.0/24
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Legrovidebb utak

000072 » routing tablak
: ' értelmezzik minden
@ routeren
0.0.0.0 - [0 vtysh
10 ethl .
* 5 show ip route
Ethﬂ administrative distance:

@_ —— @) T

110 (default OSPF)
ospf metric: 10, 20, ...
connected metric: 1

10.0.2.0/24
Area ID . : ¢ raute, C - c , R - RIP, O - OSFF,

‘ ’ g s z rote

ospf cost for exiting

: shortest |
the interface

10.0.3

M M om
o o o o o
]
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Legrovidebb utak

» ospf vizsgalata

‘10.0.?.0,124: néZZUk meg
: minden routeren
@ vtysh
ol show ip ospf database
[21]fsem0 show ip ospf neighbor
S (B)---{z0-0.1.0/2s show ip ospf route
et.3h _ bbl# show ip ospf database
0SFF Router with ID (10,0,3,1)
@ == Router Link States (Area 0,0,0,00
10.0.;:.0,'24'
10

ospf cost for exiting shortest patr "
the interface
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Designated Router (DR) és BDR

» Broadcast
hal6zatoknal

(router interfaces designated for each network)

10.0.0.0/24

Gosg g
il Yy 2

e M A ethd DD
0.0.0.0 1 \r 1
ethl ethl

o007 @ Ep0Ey ®---feoioa

ethl ,
1

eth0

eth0

2
ethl e

/ designated
router legnagyobb
IP cime
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3
ethl
©

:

show ip ospf interface

pl. Ethernet

DR és Backup DR:

Kitiintetett routerek
valasztas alapjan
router id alapjan (max.)
(ami interfész id)

tobbi OSPF router csak

veltk van full
szomszédsagban

kilédnben mindenki-
mindenkivel
kommunikalna

Utvonalfrissités csak
DR-t6l

sok er6forras sporolhato
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ospf’s view of the network

= by exchanging link state update packets,
every router learns about the complete
network topology, that is:
= routers
= subnets
= adjacencies between routers and networks

netkit — [ labs: ospf ] last update: Nov 2014
)/11/13



ospf’s view of the network

“ bb0 _ |4 ) x|
bbO# show ip ospf database Jj

last update: Nov 2014

29
forras: http://wiki.netkit.org/netkit-labs/netkit-labs_advanced-topics/netkit-labs_ospf/netkit-labs_ospf.pdf
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ospf’s view of the network

10.0.3.1

P —
bb1i bb2

S e
bb4 bb3
10.0.3.2 10.0.2.2
« bb0 |4l x
OSPF Router with IDkCID 0.2, () 0.0.0.0) for rOUter Isasi
rRouter Link States (Area = H
Link ID ADV Router Age SEE CkSum Link count the L1 nk ID IS
BT S et tan the router's id | router egnagyobb
X xe3fa router legnagyo
10.0.2.3 10.0.2.3 552 0x80000003 Oxe7cd 2 . gnagy
10.0.3.1 10.0.3.1 552 Ox80000003 0x3288 2 7 IP cime
10.0.3.2 10.0.3.2 548 0x80000004 Ox488d 2
[ last update: Nov 2014
30 9/11/13
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ospf’s view of the network

Net Link States (Area 0.0.0.0) h for network Isas,
e = O
10. n g"f ) Eg; gigﬁggggg% 3"25;3 the Link IDis
533 0x80000002 0x729a the dr's address |DR IP cime abban
553 0x80000001 Ox6bb3 2 halézatban

last update: Nov 2014
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ospf’s view of the network

bbO# show ip ospf database router
Link State TD: 10.0.1.1
Number of Links: 2
Link connected to: a Transit Network
(Link ID) Designated Router address: 10.0.0.1
{Link Data) Router Interface address: 10.0.0.2
Link connected to: a Transit Network

note: the output of
show ip ospf
database router

has been summarized

{Link ID) Designated Router address: 10.0.1.2
(Link pata) Router Interface address: 10.0.1.1

32
forras: http://wiki.netkit.org/netkit-labs/netkit-labs_advanced-topics/netkit-labs_ospf/netkit-labs_ospf.pdf

last update: Nov 2014
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ospf’s view of the network

we consider this
router (bb2)

-

bb3

bbO# show ip ospf database p
Link State ID: 10.0.1.1
Number of Links: 2
Link connected to: a Transit Network
(Link ID) Designated Router address: 10.0.0.1
(Link pData) Router Interface address: 10.0.0.2
Link connected to: a Transit Network
(Link TD) Designated Router address: 10.0.1.2
(Link pata) Router Interface address: 10.0.1.1

33
forras: http://wiki.netkit.org/netkit-labs/netkit-labs_advanced-topics/netkit-labs_ospf/netkit-labs_ospf.pdf

note: the output of
show ip ospf
database router

has been summarized

last update: Nov 2014
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ospf’s view of the network

10.0.1.1
> O e
0.0.0.0
ethl

& ho-"z
T,

‘14’0.” (10.0.2.2]

...Is connected to the w

subnet represented by |output of
this dr ospf

se router

has been summarized

this router
interface...

bb0# show ip
Link State IQ

{L1nk ID) Des1gnated Router afu
{Link Data) Router Interface addres >
Link connected to: a Transit Network
{Link ID) Designated Router address: 10.0.1

{Link pata) Router Interface address: 10.0. 1.1 [ ]

last update: Nov 2014

9/11/13
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ospf’s view of the network

2

ethl

ﬁ%‘ (B) | I 10, e
1.

i

ethl

Link State ID: 10.0.2.2
Number of Links: 2
Link connected to: a Transit Network
{Link ID) Designated Router address: 10.0.1.2
(Link Data) Router Interface address: 10.0.1.2
Link connected to: a Transit Network
{Link ID) Designated Router address: 10.0.2.1
{Link Data) Router Interface address: 10.0.2.2 |

35
forras: http://wiki.netkit.org/netkit-labs/netkit-labs_advanced-topics/netkit-labs_ospf/netkit-labs_ospf.pdf

note: the output of
show ip ospf
database router

has been summarized

last update: Nov 2014
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ospf’s view of the network

®
0.0.0.0
ethl

eF0rd @

et

note: the output of
show ip ospf
database router

has been summarized

Link State ID: 10.0.2.2
Number of Links: 2

Link connected to: a Transit Network
{Link ID) Designated Router address: 10.0.1.2
(Link Data) Router Interface address: 10.0.1.2
Link connected to: a Transit Network

{Link ID) Designated Router address: 10.0.2.1

{Link Data) Router Interface address: 10.0.2.2 |}

26 last update: Nov 2014

forras: http://wiki.netkit.org/netkit-labs/netkit-labs_advanced-topics/netkit-labs_ospf/netkit-labs_ospf.pdf
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ospf’s view of the network

2

ethi

—a10.0.2.3
EENg

Link State ID: 10.0.2.3
Number of Links: 2
Link connected to: a Transit Network
(Link ID) Designated Router address: 10.0.0.1
(Link Data) Router Interface address: 10.0.0.3
Link connected to: a Transit Network
(Link ID) Designated Router address: 10.0.2.1
(Link Data) Router Interface address: 10.0.2.3 |}

37
forras: http://wiki.netkit.org/netkit-labs/netkit-labs_advanced-topics/netkit-labs_ospf/netkit-labs_ospf.pdf

et

note: the output of
show ip ospf
database router

has been summarized

last update: Nov 2014
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ospf’s view of the network

10.0.3.1
2
b ethl @ ethl
1
ethl \I/
3
ethl
D 10.0.2.3
3
ethl

Link State ID: 10.0.3.1
Number of Links: 2
Link connected to: a Transit Network
{Link ID) Designated Router address: 10.0.0.1
(Link Data) Router Interface address: 10.0.0.1
Link connected to: a Transit Network
{Link ID) Designated Router address: 10.0.3.2

38
forras: http://wiki.netkit.org/netkit-labs/netkit-labs_advanced-topics/netkit-labs_ospf/netkit-labs_ospf.pdf

{Link Data) Router Interface address: 10.0.3.1 |}

at

note: the output of
show ip ospf
database router

has been summarized

last update: Nov 2014
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ospf’s view of the network

2
ethl

ethl
B
et
- —_—
- C 2
bb$ ethl b

note: the output of
show ip ospf
database router

has been summarized

Link state ID: 10.0.3.1
Number of Links: 2
Link connected to: a Transit Network
{Link ID) Designated Router address: 10.0.0.1
(Link Data) Router Interface address: 10.0.0.1
Link connected to: a Transit Network
{Link ID) Designated Router address: 10.0.3.2
{Link Data) Router Interface address: 10.0.3.1 |}

39

forras: http://wiki.netkit.org/netkit-labs/netkit-labs_advanced-topics/netkit-labs_ospf/netkit-labs_ospf.p
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ospf’s view of the network

10.0.3.1
ethi r-'a-\
0.0.0.0 T
3
eth0
S
D rewg] 10.0.2.3
3
ethl
ethl !Pl\
2
= eéiﬂ \E;f ethl

10.0.3.2

Link State ID: 10.0.3.2
Number of Links: 2
Link connected to: a Transit Network
{Link ID) Designated Router address: 10.0.2.1
(Link pata) Router Interface address: 10.0.2.1
Link connected to: a Transit Network
{Link ID) Designated Router address: 10.0.3.2
{Link Data) Router Interface address: 10.0.3.2 |}

40
forras: http://wiki.netkit.org/netkit-labs/netkit-labs_advanced-topics/netkit-labs_ospf/netkit-labs_ospf.pdf

2
eth0

ethl

et

note: the output of
show ip ospf
database router

has been summarized

last update: Nov 2014
1/11/13



ospf’s view of the network

wosd g

A 2
eth0 A eth0
0.0.0.0 1 \r
ethl ethl
3
etho
e
D P 10.0.2.3 B
3
ethl
ethl /I\ et
1" 2 ]
b eth0 \,_(_:_j ethl b

v bb0

Link State ID: 10.0.3.2
Number of Links: 2

41

Link connected to: a Transit Network

{Link ID) Designated Router address: 10.0.2.1
Link Data) Router Interface address: 10.0.2.1

Link connected to: a Transit Network

{Link ID) Designated Router address: 10.0.3.2
{Link Data) Router Interface address: 10.0.3.2 |}

forras: http://wiki.netkit.org/netkit-labs/netkit-labs_advanced-topics/netkit-labs_ospf/netkit-labs_ospf.pdf

note: the output of
show ip ospf
database router

has been summarized

last update: Nov 2014
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ospf’s view of the network
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forras: http://wiki.netkit.org/netkit-labs/netkit-labs_advanced-topics/netkit-labs_ospf/netkit-labs_ospf.pdf
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ospf’s view of the network
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« bb0 -4 .
Link State ID: 10.0.0.1 (addr‘ess of Designated Router) note: tt?e output of
Advert;m ngkknﬁir' 10.0.3.1 show ip ospf
Network Mas
Attacneﬂ Router: {g g i i database network
Attached Router: :
Attached Router: 10.0.2.3 i has been summarized
43 last update: Nov 2014 9/11/13

forras: http://wiki.netkit.org/netkit-labs/netkit-labs_advanced-topics/netkit-labs_ospf/netkit-labs_ospf.pdf
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ospf’s view of the network
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Link State ID: 10.0.1.2 (address of Designated Router)
Advertising Router: 10.0.2.2
Network Mmask: /24
Attached Router: 10.0.1.1
Attached Router: 10.0.2.2

forras: http://wiki.netkit.org/netkit-labs/netkit-labs_advanced-topics/netkit-labs_ospf/netkit-labs_ospf.pdf

note: the output of
show ip ospf
database network

has been summarized
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ospf’s view of the network
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Network Mask:
:EEacneﬂ :guzer: ig_g_;_; database network
ache uter: .0.2. :
Attached Router: 10.0.2.3 i has been summarized
last update: Nov 2014
45 )/11/13

forras: http://wiki.netkit.org/netkit-labs/netkit-labs_advanced-topics/netkit-labs_ospf/netkit-labs_ospf.pdf



ospf’s view of the network
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show
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database network
has been summarized
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ospf’s view of the network
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th 0-# vtysh -e "show ip ospf interface” | egrep "eth|Cost"
ethQ 15 up

gt]:_uter ID 10.0.2.3, Network Type BROADCAST, Cost: 21
et 1S up

Router ID 10.0.2.3, Network Type BROADCAST, Cost: 36

ospf interface costs can
be queried on all
routers

a shortcut to quickly

get the cost last update: Nov 2014
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forras: http://wiki.netkit.org/netkit-labs/netkit-labs_advanced-topics/netkit-labs_ospf/netkit-labs_ospf.pdf




Dinamikus mukodeés

» OSPF Hello Gzenetek
tcpdump -ne -vv
vizsgaljuk meg részletesebben

» Mi torténik, ha lemegy egy link?
ifconfig vagy ip parancs hasznalhato

hogy valtoznak az utvonalak? (pl. BB3 ethl down majd up)
show ip ospf route

ha DR megy le ezzel? (pl. BB3 ethO down majd up)
show ip ospf database network

» Mi torténik, ha lemegy egy router?
pl. minden interfészét down allapotba kapcsoljuk
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