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Attekintés

Q Altalanos laborismeretek
 Junos OS — bevezeto

1 Routing - alapok
 Tulzfalbeallitas — alapok

d A meérés indulasa — kivonat a jegyz6konyv-vazbol
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Altalanos laborismeretek

* A hasznaland6 Junos OS-alapu eszkozok a TMIT-en
futnak, virtualis gépekbe agyazva

A HSZK-bol tavoli eleressel kapcsolodunk hozzajuk,
és ezen keresztul konfiguraljuk Oket
A feladatok mellett: apro segitsegek

— Milyen parancsot hasznaljunk:
?

Google it!
— Parancsok opcidi/kapcsoloi/szintaxisa: helyben kitalalando!

Hasznos felkészulés - Junos OS mérési segédlet
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Meresi konfiguracio
* Mindenkinek sajat maga altal adminisztralt, tobb

eszkozbdl allé konfiguracidja van
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Interfészek elnevezése

®" Most interfaces are named according to: ,
Mota: While d|l’f§rent
* Interface media type (ge, so, at, and so forth) | rlatorms usediferent

names for line cards and

» Line card (FPC) slot number - f aimos shways uses FFC
and PIC

e Interface card (PIC) slot number /
e Port number N

A

. Interface Card
Interface naming example: PIC

ge-0/2/3 = port 3 of a Gigabit Ethernet PIC in slot 2 on FPC O

Note: Slot and port numbering begins J Line card
FPC

with zero (0) rather than one (1)

= Other interface name designations
exist, such as 100, vlan, ae, and
so forth
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JUNOS OS - BEVEZETO




A Junos OS mukodése

* Modularis felépitési, FreeBSD UNIX alapu OS

* A muikodeési folyamatoknak sajat
memoriateruletuk van
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Chassis Mgmt
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Routing / Switching

* A protokollok vezerlése és a csomagok/keretek
tovabbitasa kulon van valasztva
— Vezerlési sik - Control Plane
— Tovabbitasi sik - Forwarding Plane

Routing Engine

Fr The

Junos 03

_~|nternal Link

Control Plane

Forwarding Plane

NI | - LIl
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Forgalom-iranyitas — 1
Athalado forgalom
* A beérkez6 csomagok/keretek az FT

bejegyzéseivel 0sszehasonlitva a legteljesebb
egyezést mutato szabaly szerint tovabbitodnak

Routing Engine

Control Plane
Forwarding Plane

CIO LT CIOCIT

/ ( Frames/Packets In ] . Frames/Packets Out
J Packet Forwardlng Englne




Forgalom-iranyitas — 2
Kiveteles forgalom

» A kovetkezOk vezeérlését a Routing Engine (RE) vegzi:
— Routing protokoll frissitések, és RE-kérések valaszai
 telnet session, ping, traceroute

— |P csomagok IP beallitasokkal (ritka)
— ICMP Uzeneteket general6 forgalom.

Routing Engine

Control Plane

------------------.--o--.'-.-----rl.tl..i..i..l..t.ll-llllllll-llll;I llllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllll

Forwarding Plane

Frames/Packets In [T 1]
Frames/Packets Out [T 11

/J ( Packet Forwarding Engine
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Beléepes & els6 elmenyek

« Telnet, SSH vagy konzol portos csatlakozassal

* Normal user:

« QOperational modba kerulunk: > karakter a promptban
— Az eszkoz SW és HW-ének, halézatanak monitorozasara, hibakeresés

« Configuration mod: belépés configure paranccsal
— haldzati interfészek, routing protokollok, és egyéb funkciok beallitasa

* root belépéssel
* A shell-be kerulunk: % karakter a promptban
 cli parancs segitségével kerulunk Operation modba
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Hogyan tovabb - ?

» Context-sensitive (kornyezetfuggo) help: ?

user@router> ?
Possible completions:

clear Clear information in the system

configure Manlpulate software configuration information
file Perform file operations

help Provide help information

load Load information from file

monitor Show real-time debugging information

mtrace Trace multicast path from source to receiver
op Invoke an operation script

ping Ping remote target

quit Exlt the management session

request Make system-level requests

restart Restart software process

save Save information to file

set Set CLI properties, date/time, craft interface message
show Show system information

ssh Start secure shell on another host

start Start shell

telnet Telnet to another host

test Perform diagnostic debugging

traceroute Trace route to remote host




Aktiv konfiguracio es konfig. jelolt

\Ao’mm \

Candidate } configure Active
Configuration Configuration
0
rollback n

Bit Bucket
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A valtoztatasokat ervenyesiteni
kell!

e commit check

— ellenorzi, hogy a parancsok szintaktikailag
helyesek-e

e commit confirmed

« commit confirmed time-out <n>
— default iddn belul..., illetve

— <n> percen belul ujabb commit-ot var,
kulonben rollback 1
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Néezzuk meg, milyen lett a konfig...

Use show configuration to view the results:

rootl@router> show configuration
## Last commit: 2011-05-01 21:00:4%6 UTC by root
version 12.1R1.9;
system {

host-name host;

time-zone America/Los Angeles:

root—-authentication {

encrypted-password "$15e/FUEBQOVOSIJFENIAZXUUEGEXDS1OMAL/ " ##

SECRET-DATA

I

services |
sshr
telnet:;

}
syslog {




Routing beallitasok

 Statikus routing
— az utvonalat az adminisztratora kézzel allitja be

« Dinamikus routing

— kulonféle routing protokollok segitségével valasztodnak
ki a megfelel6 utvonalak
* RIP: Routing Information Protocol
* OSPF: Open Shortest Path First

Routing
protocol \
OSPF
databases .
Routing Forwarding
Other routing Table Table
Information Dir¢ static
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Elore definialt routing tablak

inet. 0: Used for IPv4 unicast routes;
inet. 1: Used for the multicast forwarding cache;

inet . 2: Used for Multicast Border Gateway Protocol (MBGP) routes to provide reverse path forwarding (RPF)
checks;

inet.3: Used for MPLS path information;
inet.4: Used for Multicast Source Discovery Protocol (MSDP) route entries;
inet6. 0: Used for [Pv6 unicast routes; and

mpls. 0: Used for MPLS next hops.
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Melyik tabla alapjan lesz kivalasztva az
utvonal?

* Ha egy halozat felé tobbféle forrasbdl is rendelkezésre all
routing informacio, akkor a preferencia-érték dont

Route Preference Values
Routing Information Source Default Preference

Direct 0 More Preferred

Local 0 ‘

Static 5 E

OSPF internal 10 :

RIP 100 .

| OSPF AS external 150 4
/J ( BGP (hoth EBGP and IBGP) 170 Less Preferred
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Routing tabla pelda

userflirouter> show route

inet.0f 6 destinations, 7 routes (6 active, 0 holddown, 0 hidden)
['+ = Active Route, - = last Active, * = Both

‘_,,.-—-— \
10.1.1.0/24 [staticfﬁﬂ 00:10:24

"
> to 172.29.30.253 via ge-0/0/10.0 Route source and
[OSPF/101] 00:03:38, metric 2 preference
> to 172.18.25.2 via ge-0/0/13.0
172.18.25.0/30 *[Direct/0] 00:11:05
> vlia ge-0/0/13.0
172.18.25.1/32 *[Local/0] 00:11:05
Local via ge-0/0/13.0
172.29.30.0/24 *[Direct/0] 00:11:05
> via ge-0/0/10.0
172.29.30.1/32 [Fl Local/ 0] 00:11:05 Asterisk (*) indicates that
e Y ID'E_._._—f the route is selected as
K active

Route table name
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Forwarding tabla pelda

userfdrouter> show route forwarding-table
Routing table: inet

Internet:

Destination Type RtRef Next hop Type Index NhRef
default user 0 0:17:cbh:4e:ae:81 ucst 520 3
default perm 0 rijct 36 1
0.0.0.0/32 perm 0 dscd 34 1
172.19.0.0/16 user 0 200.1.4.100 ucst 535 3
172.15.52.0/24 user 0 200.1.2.100 ucst 5245 3
172.15.52.16/28 user 0 200.1.3.100 ucst 534 3
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Tlzfal-szabalyok

Firewall filters consist of
one or more terms: the
software evaluates terms
sequentially until it
reaches a terminating
action

from statements
describe match
conditions

from

then

no match

then

no match

filter
and term
names

then statements
describe the actions to

take if a match with the
from statement occurs

Default action for

packets not explicitly
allowed

Mote: Ordering matters! If you must reorderterms within a filter, consider using the

insert CLI command.
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Mi torténjen, ha a szabaly betalal??

* Terminating actions:

e accept
then statements describe

the actions to take if a
match with the from

e Flow control: statementoccurs

e discard

s reject

s next term

* Action modifiers:
« count, log. andsyslog
* forwarding-classandloss-priority

* policer
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TuUzfal szurd definicio

[edit firewall family [fnet my-policy
user@router# show -\ The software
filter filter-in ({ applies family
term block-some-packets | 1inet filters only
from { to interf
source-address { 2L .E Sl from then
10.10.10.0/24; runningPv4
) } no match
then {

count spoof-in:

discard;
] ‘\ If discard is not

t presentthen packets no match

term accept-others { are accepted
then accept:;

Trom then

4
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Szurd definicio

— és alkalmazas

filter |limit-ssh-access |
term ssh-accept |
from |
gsource-prefix-list |
trusted;

i
protocol tcp;

destination-port ssh;

}

then accept;

}

term ssh-reject |
from {
protocol tcp:

destination-port ssh;

!
then |
discard;
i
}
term else-accept |
then accept:

b

Application

lo0 |
unit 0 {
family inet |
filter |
input limit-ssh-access|

}
address 10.255.71.48/32;

Affects incomingtraffic destined
to the routing engine!

Which problems might occur if you
omitthe else-accept term?




Policing péelda — rate limit

[edit firewall] X
user@router# show Policer
policer |pl] {«———  defined
if-exceading |
bandwidth-1limit 400k; -

burst-size-1limit 100k;
}
then discard;
i
family inet |
filter Jrate-limit-subnet] { e You must appw
term match-subnet | filter!
from | Her:

source-address |
192.100.1.0/24;

) :
then { Policer

policer |plf «—— referenced

*In bits per second
* 30,520 bps to 4.29 Gbps

burst-size-limit

*1n bytes

*Minimum should = 10
times MTU (low speed) or
bandwidth times 3-5
milliseconds (high speed)

} :
term else-accept | «—oy NOte:Filter must account for

then accept; routingand management
| * protocols

)
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...most gyere es nezd meg mit csinaltal

user@Rl> show firewall log

Log
Tim
us:
07
07:
o7
07:
07:
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23:
23:
13:
19:
19:

1l
13
10
=g
38
37

Filter
pte
pfe
pfe
pte
pfe
pfe

Action Interface
ge-0/0/1.
ge-0/0/1.
ge-0/0/1.
ge-0/0/3.
ge-0/0/3.
ge-0/0/3.

e e R o Y e e Y

Frotocol Srec Addr

u TCP l/2.27.102. 10
0 TCP 172.27.102.10
o TCP 172.27.102.10
u ICMP 192.1eg.100. =
0 ICHMP 1%2.168.100.2
il ICHMP 192.168.100. 2

AN

Interface on which the device received the packet

Dest Addr

17%.
172.
172.
12¢&.
192,
192.

/.1l
27.102
27.102

163.24.
168, 24.
168. 24.

. 100
100
100



A MERES INDULASA

Kivonat a jegyzokonyv-vazbol
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Menedzsment PC cime: 152.66.247.11:402X

[ J
— X-et a mérésvezetd adja a mérest végz6 hallgatonak.

« A routerek konzol portjai:
— R1:telnet 192.168.2.252 10211

— R2: telnet 192.168.2.252 10212
— R3: telnet 192.168.2.252 10213
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Induld konfiguracio

* Ha uj eszkoz erkezik hozzank,
« ...vagy gyari alapbeallitasba kerult ( load factory-default)

root jelszo beallitasa
az eszkozt egyértelmlen azonosito nev beallitasa
a pontos datum és ido beallitasa

a megfeleld menedzsment interfészeken keresztuli
hozzaféeres (pl. telnet, SSH) engedélyezese

5. a megfeleld statikus utvonalakat felvetele a
menedzsment-forgalom szamara

N
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Nehany tipikus meéresi feladat

* Alapbeallitasok

— root jelszo, router név, menedzsment cim
* Router interfész konfiguracio, alhalozatok beallitasa
 Virtualis (loopback) interfész beallitasa
* Routing és Forwarding tablak ellendrzése, vizsgalata

« Statikus routing beallitasa
— Asymmetric routing
— Loop
— Most Specific Route

« Tlzfalbeallitasok
« Dinamikus Routing: RIP
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A meres soran gyakori parancsok

cli

?

commit

rollback <n>

commit check

commit confirmed

commit confirmed time-out
show system commit
show log

show route

show route forwarding table
set interfaces

set routing-options
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