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”If you’re a researcher on this book thing and you were on Earth,
you must have been gathering material on it.”
”Well, I was able to extend the original entry a bit, yes.”
”Let me see what it says in this edition, then. I’ve got to see it.”
... ”What? Harmless! Is that all it’s got to say? Harmless! One word! 
... Well, for God's sake I hope you managed to rectify that a bit.”
”Oh yes, well I managed to transmit a new entry off to the editor. He 
had to trim it a bit, but it’s still an improvement.”
”And what does it say now?” asked Arthur.
”Mostly harmless,” admitted Ford with a slightly embarrassed 
cough.
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IT security

 security = management of risk

 IT security is about the management of risk resulting from 
– the loss of confidentiality, integrity, or availability (CIA) of information 

that is processed, stored, and transferred by IT systems

– the unauthorized access, corruption, or denial of services and 
resources that are provided by IT systems

completely preventing such incidents is not possible in general  

 the goal should be to ”minimize” the risk of getting compromised
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Safety vs. security

 both try to optimize the risk resulting from undesirable 
conditions, but ...

 safety focuses on risk resulting from random failures, accidents, 
and natural disasters

 security focuses on risk resulting from deliberate attacks carried 
out by intelligent attackers (malice)
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safety security
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Risk

factors affecting risk:
– threats – people or entities who can do you harm (a.k.a. attackers)

» skill level, motive, opportunity, resources, ...

– vulnerabilities – weaknesses that allow for successful attacks

» ease of discovery, ease of exploit, awareness, ...

– potential loss – the loss you may experience

» nature of loss, business impact

– countermeasures – precautions you take

» technical and non-technical
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Risk   =  Likelihood x Impact
(of attacks)
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Threats (attackers)
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“If you know the enemy and know yourself, you need not fear 
the result of a hundred battles. If you know yourself but not the 
enemy, for every victory gained you will also suffer a defeat.”

― Sun Tzu, The Art of War
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Threats (attackers)

 attackers differ in their motivation and goals, technical 
background, information gathering capabilities, and available 
resources
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Vulnerabilities

 four different types:
– technical: design flaws and implementation errors in systems, hardware, 

software, and protocols
– physical: weaknesses allowing for physical access (e.g., unlocked door)
– operational: weaknesses in the procedures used to operate the system
– personnel: related to security awareness and trustworthiness of people 

(e.g., employees, operators, contractors, ...)

 reasons for the existence of technical vulnerabilities
– systems are designed, implemented, and operated by humans

» humans are imperfect and sometimes irrational

– systems are increasingly complex
» easy to overlook flaws and mistakes (both in design and implementation)
» hard to test and reason about system properties

– business constraints
» pressure on development time (reduce time-to-market)
» limited resources (budget, work force)
» functionality vs. security trade-offs
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Vulnerabilities
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all vulnerabilities

known vulnerabilities –
vulnerabilities that have been 
identified by someone

publicly known vulnerabilities –
vulnerabilities that have been 
made public

zero-day vulnerabilities –
vulnerabilities that are known
only to potential attackers
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Vulnerability management

 reported technical vulnerabilities get a globally recognized identifier
– CVE ID – Common Vulnerabilities and Exposures (cve.mitre.org)

 information on reported technical vulnerabilities is stored in public 
vulnerability databases
– structured vulnerability information in a searchable form

» technical details and descriptions, affected systems, impact, references to 
advisories, solutions, and tools 

– examples: US National Vulnerability Database (nvd.nist.gov)

 public availability of vulnerability information helps keeping systems 
free from, at least, known vulnerabilities
– this alone can dramatically decrease the risk one faces

– on the other hand, there may be systems where fixing known vulnerabilities 
is slow or even impossible
» introducing patches requires extensive testing or needs special authorizations 

» but at least you can count with those vulnerabilities when calculating the risk
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Zero-day vulnerabilities

 represent great advantage (hence value) for attackers
– exploitable by definition!

 they are hard to find (or expensive to buy)
– some companies make their living out of finding and selling zero-day 

vulnerabilities (or exploits) to criminals and governments

» Zerodium (www.zerodium.com)  

» ReVuln (revuln.com)

 typically used in targeted attacks
– successfully compromising a particular target is important

– risk of detection and exposure of the zero-day vulnerability is small

» if a zero-day vuln is exposed it becomes publicly known and gets fixed             
 substantial loss for attackers
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Zero-day vulnerabilities

 what do they mean for the defender?
– zero-day vulnerabilities are not counted in the risk equation!

» you are optimizing your system defences for the wrong objective 

– could they be counted in somehow?
» how to estimate their likelihood?

» how to determine the impact of an unknown attack?

» what countermeasures should you apply against an unknown vulnerability?

– is this a lost game for defenders???

 approaches to address the problem of zero-days
– increase effectiveness of hunting zero-days in general

» bug bounty programs (The Internet Bug Bounty, Google VRP)

» open source software movement

– decrease impact of zero-days on your system
» avoid single points of failure

» apply defence-in-depth architectures and strategies
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Countermeasures

 four different types:
– technical: host and network security controls

» e.g., firewalls, anti-virus software, authentication tokens, security protocols, 
cryptographic algorithms, ...

– physical: provide physical security

» e.g., locks, fences, security guards, tamper resistant hardware, ...

– operational: policies and procedures related to the operation of the 
system and management of the personnel

» e.g., access control policies, password changing policies, key management 
procedures, regular security testing, ...

» e.g., hiring and firing procedures, separation of duties, vacation policies, ...

– personnel: increase security awareness and trustworthiness of people

» e.g., security education, increasing employee satisfaction
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Risk minimization vs. risk optimization

 we said the goal of security is to ”minimize” the risk of attacks
– where risk was defined as the likelihood of attacks multiplied with their 

impact 

 however, the goal is actually not risk minimization in an absolute sense
– that would require to remove as much risk as possible, no matter the costs

 rather, we want to optimize risk, by which we mean minimizing it 
under some budget constraint
– what are the plausible threats?

– what are the known vulnerabilities?

– what is the likelihood of those vulnerabilities being exploited by plausible 
threats? 

– what is the expected loss? (likelihood of attacks combined with the 
potentially resulting loss)

– which countermeasures can reduce the expected loss in a cost effective way? 
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Cybercrime is a problem

cybercrime = crime that involves computers and networks
– computers can be used as tools or they can be the target

– examples: identity theft, phishing, spam, DDoS, ransomware, ...
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What makes cybercrime possible?

 large amount of valuable resources are 
available on the Internet
– real and virtual money, data, services, 

computing resources

 plenty of exploitable weaknesses
– poorly maintained systems

– confused users with low level of security 
awareness

 laws and regulations are ill-defined and 
hard to enforce
– cybercrime is global (international)

– legal system is lagging behind
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there’s money 
out there

you can get it 
easily

you won’t be 
punished

underground ecosystem
for organized crime
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The cyber underground

 largest underground economy in the world fostered by the Internet

 different actors that collaborate and trade with each other

– specialized roles (resource dealers, service providers, tool makers, money 
mules, program managers)

– mutual benefits (win-win situations, non-zero sum games)

 communication infrastructure

– in the old days: IRC (Internet Relay Chat) networks

– today: social networks and public forums

– anonymous communication systems (e.g., Tor)

 products and services are sold and bought on underground markets

– on-line interactions using various communication infrastructure

– anonymous payment methods such as WU, e-gold, or bitcoin
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Underground market prices
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http://www.trendmicro.com/cloud-content/us/pdfs/security-intelligence/white-papers/wp-russian-underground-revisited.pdf
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Underground market prices
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Underground market prices
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Underground market prices
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Underground market prices
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http://www.trendmicro.com/cloud-content/us/pdfs/security-intelligence/white-papers/wp-russian-underground-revisited.pdf
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Example: Spam

taking down such an international organization is a challenge!
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Malware

 malware = malicious software
– a.k.a. malicious code or malcode

 any code that can be added to a software system in order to 
intentionally cause harm or subvert the intended function of 
the system

 generic term that encompasses viruses, worms, Trojans, and 
other intrusive code
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Recent trends in malware development 

 mass malware development is 
driven by cybercrime

 malware for smart devices 
proliferate 

 malware is extensively used in state 
sponsored targeted attacks 
(cyberwar?)
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Mass malware and cybercrime 

 malware infected computers represent value for criminals
– theft of personal information and account credentials (e.g., passwords)

» stolen information can be used directly or sold on underground markets

– man-in-the-middle attacks
» e.g., compromised browser may alter e-banking transactions (ZeuS)

» e.g., compromised smart phone may intercept and redirect SMS messages 
containing one-time transaction authorization tokens

– use of computing resources
» infected computers can be organized into botnets and used for spam, DDoS, and 

click fraud

» infected computers can be used for bitcoin mining

– ransom
» hard disk of infected computer can be encrypted and decryption key can be 

revealed only after some payment

 malware itself can be monetized
– malware can be sold on underground markets
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Malware for smart devices

 for criminals, there’s not much difference between a PC and a 
smart phone as a potential target
– smart phones have considerable computing power

– they are always on and connected to the network

– they run all sorts of applications originating from different sources

» users use them for sensitive tasks too

» new (potentially malicious) applications can be installed on them

– they store or have access to large amount of personal information

– number of smart phones is large enough  it is worth attacking them

 compromising smart phones represents new revenue sources 
for attackers 

 consequently, number of malware for smart phones has been 
increasing exponentially in the last few years
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Mobile malware history and growth rate

Internet (in)security
http://www.trendmicro.com/vinfo/us/security/news/mobile-safety/the-mobile-landscape-roundup-1h-2014

http://www.sophos.com/en-us/threat-center/mobile-security-threat-report.aspx
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Market share vs. malware volume

Android vs. iOS
– Apple has a more rigorous app review 

process
– iOS apps are signed, developer certificates 

are issued only after obtaining a verified 
Apple credential

– Google relies more on platform protection 
mechanisms (permissions and 
sandboxing)

– Android apps are signed, but developer 
certificate can be self-signed

– Android apps are also distributed via 
alternative app markets
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Malware for targeted attacks

 malware can be used in attacks targeting a given organization or 
set of individuals with the objective of
– espionage

– sabotage

 often, infecting the computers of the target by some malware is 
the easiest or cheapest way to reach the above objectives

 attackers behind such attacks are often military or state 
intelligence organizations (a.k.a. Advanced Persistent Threats)
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Example: Stuxnet (June 2010)

Stuxnet propagated
as a worm, infecting 
thousands of Internet
connected PCs

once inside the target 
environment, it reprogrammed 

PLCs and caused physical damage
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Example: Stuxnet (June 2010)

PC running WinCC PLC 
management software

PLC controlling the
uranium centrifuges

uranium centrifuges

Stuxnet infected PCs, and
took over the communication
between the PC and the PLC

then modified
the PLC program 

modified program 
destroyed centrifuges

 “the Most Menacing Malware in History” (Kim Zetter, Wired)

 targeted the Natanz nuclear enrichment plant in Iran

 used multiple zero-day exploits

 possibly created by Western nation states
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Other examples
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https://apt.securelist.com/
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Advanced Persistent Threats

 APT1 (PLA Unit 61398)

– nearly 150 victims over 7 years

– maintained access to victim networks 
for an average of 356 days

– size of its infrastructure implies a 
large organization with at least 
dozens, but potentially hundreds of 
human operators
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Advanced Persistent Threats

 Office of Tailored Access Operations (TAO)
– cyber-warfare intelligence-gathering unit of the NSA

– identifies, monitors, infiltrates, and gathers intelligence on computer 
systems being used by entities foreign to the United States (computer 
network exploitation)

– has tools for breaking into commonly used hardware, including routers, 
switches, and firewalls from multiple product vendor lines
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Smart homes
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Intelligent Transport Systems
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Smart factories (aka Industry 4.0)
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How about security?
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How about security?
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IoT from a hacker’s perspective

Internet of  Things

cheap (in every sense) 

computers easy to compromise

now easily searchable and

accessible remotely
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IoT devices became the weakest link
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Default passwords
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Unpatched vulnerabilities
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Factory made backdoors
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Security economics

vendors build 
cheap devices

maximize profit
minimize time to market

more features, no security

consumers buy 
cheap devices

optimize price/value ratio
don’t understand the risk

can’t identify quality
misplaced incentives

makes no sense to build secure,  
but more expensive devices

lemon market:
information asymmetry

consumers will pay average price
quality vendors leave the market
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Have you seen this before?
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”History is just new people making old mistakes.”
— Sigmund Freud

Internet (in)security 57



|

Consequences can be dramatic...
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Consequences can be dramatic...
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IT security of vehicles
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”Your car is no longer a mechanical device 
with some computers inside; it's a computer 
with four wheels and an engine.”

-- Bruce Schneier, security expert
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Cyber attacks on vehicles – part 1

Internet (in)security

diagnostic PC
in repair shop

smart phone
of car owner
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Cyber attacks on vehicles – part 2
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1. compromise an ECU that 
has some external 
wireless interface
– short range
– long range

2. compromise the gateway 
in order to get to the 
network with more 
interesting ECUs

3. inject CAN messages that 
have effects on safety 

e.g., 3G telematics unit
or Bluetooth unit
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Cyber attacks on vehicles – part 2
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https://www.youtube.com/watch?v=MK0SrxBC1xs

63



|

Conclusions
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Conclusions

1. Cybersecurity is terrible, and will get worse.

2. The Internet of Things will be a security disaster.

...
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The good news is ...
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