lOT rendszerek

kommunikacios megoldasai
Vitmav22

WPAN és LPWAN kommunikacios megoldasok



Market Name GPRS/GSM Wi-Fi™ Bluetooth™ ZigBee™
Standard 1xRTT/CDMA 802.11b 802.15.1 802.15.4

Apblication Focus Wide Area Web, Email, Cable Monitoring &
PP Voice & Data Video Replacement Control

Resources

Battery Life

(days) . 100 - 1,000+
Network Size 1 32 7 255 / 65,000
Bandwidth (KB/s) 64 - 128+ 11,000+ 720 20 - 250

Transmission 1,000+ 1 -100 1-10+ 1-100+
Range (meters)

Success Metrics Reach, Quality Speed, Cost, Reliability,

Flexibility Convenience Power, Cost



6LoWPAN
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IPv6 over Low power Wireless Personal Area Networks
IETF (Internet Engineering Task Force) WG ajanlas
Otlet: ,/IP mindenhol és mindenen”

IPv6 csomagok IEEE 802.15.4 felett

csomag beagyazas (encapsulation)

header compression (pl.: 2 byte azonos 6LoWPAN hal6zaton beldl, 12 byte ismert prefix-0 kulsé
6LoWPAN halbézatba, 20 byte egyébként)
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Simplified 0S| model Wi-Fi® stack example 6LoWPAN stack example
! I-"' T "
HTTP, COAP, MOTT,
5. Application layer HTTP Weitisncke:c S :
v, L A \, ! )
™ i ™, 7
UDP, TCP (Security
4. Transport Layer TCP
)\ )\ TLS/DTLS)
3. Network Layer Internet Protocol (IP) IPv6, RPL
. L A e
| ) ( 6LoWPAN
2. Data Link Layer 3
d L IEEE 802.15.4 MAC
< Wi-Fi >
1. Physical Layer IEEE 802.15.4

W AN AN A
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ZigBee vs 6LoOWPAN

« VersenyzOk, hiszen mindkettd 802.15.4 feletti megoldas

= (Megj: 6LoWPAN mas PHY felett is!)
Glowpan ZigBee

Application

UDP/ICMP |

IPv6é LoWPAN

802.15.4 MAC | 802.15.4 MAC

802.15.4 PHY ‘ 802.15.4 PHY ‘
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Bluetooth LE
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1998-ban jelent meg, a standard Bluetooth alacsony energiafogyasztasu

valtozata
€3 Bluetooth

Marketing neve: ,Bluetooth Smart” SMART
Standard BT:

1600 ugras/sec, 79 x 1TMHz csatorna BIUEtOOthTM

1, 2, 3 Mbps 4 GB
BLE: .
40 x 2MHz (megbizhatébb nagyobb tavolsagra) Low Energy

max 1 Mbps (brutté = 260 kbps nettd)
1 mW kimeneti teljesitmeny, kb. 50 meter, kb 6 msec keésleltetes

A Bluetooth v4.0 része (v4.0 = legacy v3.0 + BLE)
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Standard BT és BLE nem kompatibilisek!

nig L]0 m@

£)Bluetooth < » E€3Bluetooth < » (3Bluetooth

SEART BEADV SALART

s> \Io/ %=

Wireless devices Devices that Sensor devices sending
streaming rich content connect small bits of data,
like video and audio with both using very little energy
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JANT? = vezetéknélkuli adatatviteli protokoll

LANT+" = az ANT egy ,implementalasa”

ANT+ Alliance (Dynastream Innovations Inc. — Garmin)

,ecosystem” kifejezetten sport és fitness alkalmazasok szamara

pl. lepésszamlalo, pulzusmerdg, ...

Jellemzok
Fizikai- , hal6zati- és transzport-réteg megoldas
Bluetooth-nal alacsonyabb energiaigéeny — ,Ultra Low Power”
2.4 GHz ISM sav (2400 MHz — 2524 MHz)
TDMA
Topoldgiak: p2p / csillag / fa / mesh
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ANT+ p2p topoldgia

(a) P2P

Master

To LAN or
Internet

Slave
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ANT+ csillag topologia

(b) Star

Slave

Slave

To LAN
or Internet
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ANT+ fa topoldgia

(c) Tree

To LAMN
or Internet

K Central ./

controller masters
Slave

Slave
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ANT+ szoveveényes (mesh) topoldgia

To LAN
or Internet

Each node is a repeater
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COMMON ANT AND BLUETOOTH LOW ENERGY FEATURES

Frequency 2.4 10 2.483 GHz 2.4102.483 GHz
Topologies supported P2P star, free, mesh P2P, star
Modulation GFSK GFSK
Channel width 1 MHz 2 MHz
Protocol Simplest More complex

| Data rate 1 Mbit/s 1 Mbit/s
Range 50 meters 50 meters
Security &4-bit key 128-hit AES

Szenzorhaldzatok és alkalmazasaik (VITMMAQ9) - Okos varos MSc mellékspecializacio, BME-TMIT
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Alacsony fogyasztasu,
nagy hatotavolsagu
kommunikacios megoldasok

SigFox és a LoRa protokollok. A LoRaWAN halézat. NB-1oT (Narrow-Band 10T) €s LTE-M
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,We power the IoT with the simplest
communication solutions.”

SIGFOX

We have a dream — Imagine a world
where things can communicate with us”

(Sigfox)
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Francia vallalkozas, 2009-ben alapitottak. ,proprietary solution”

LPWAN (= low-power WAN) megoldas, alacsony adatatviteli sebességgel
ISM sav (868 MHz Eurépaban)

ultra keskenysavu (UNB) LPWAN

Csillag halozati topoldgia, cellas (mobil) operator halézataval kiegészitve

SIGFOX szabvany: 140 uplink Gzenet naponta, 12 bajtos tartalommal + 4 downlink Gzenet
naponta 8 bajtos tartalommal

Tipikus alkalmazasi terulet: okos mérok, tavvezerlok, ...
30-50 kilométeres cellaméretek (varosban kisebb)

LOS (line-of-sight) Uzenetek akar(*) 100 kilométerre is! (*inkabb 40 km)
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50 uW egyiranyu modban

20 éves élettartam 2500 mAh elemrdl

<1 EUR modem ar

3 bazisallomas egy 1 millios nagyvarosban eleg

Tobb mint 10 millio regisztralt eszkoz 2017 elején

f6leg Nyugat-Eurépaban, de USA-ban és Szingapurban is terjed rohamosan
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SIGFOX lefedettség

https://www.sigfox.com/en/coverage
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,ENABLING THINGS TO HAVE
A GLOBAL VOICE”

(LoRa Alliance)
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Nyilt szabvany: ,carrier-grade lIoT LPWAN" megoldas elemrdl uzemeltetett
eszkozokhoz.

LoRaWAN = LoRa protokoll

Halozati topologia: ,csillagok csillaga”

atjaro (gateway) elemek: standard IP a szerver felé, direkt (1-hop) radids link a
végberendezéshez
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LoRa architektura

Concentrator Network Application
End Nodes /Gateway Server Server

e E

pet
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tracking ...
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trash container ~\“"r
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gas monitoring [

LoRa™ RF TCP/IP SSL TCP/IP SSL
LoRaMAC LoRaMAC Secure Payload
AES Secured Payload
Application Data
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Biztonsagos, kétiranyu kommunikacio, nyugtazott atvitel
Lokalizacios szolgaltatasok, mobilitas kezeléese
Adatsebességek: 0.3 kbps — 50 kbps

ADR (Adaptive Data Rate): A szerver minden végberendezeéshez egyenkent
hatarozza meg a RF kimenet paramétereit. (,Auto-magically manage SF for each
end-device” © )

Kulonboz6 vegberendezes osztalyok: Class A, B, C
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Kulonbozb vegberendezes osztalyok: Class A, B, C

Class A: elemrdl mUkodtetett
kétiranyd kommunikacio
végberendezés kezdeményez (uplink)
Class B: kis késleltetési
kétiranyd kommunikacio Utemezett vételi ablakokkal
periodikus beacon a gateway-t6l
szerver is kezdeményezhet atvitelt

Class C: real-time
unicast és multicast is
szerver kezdemeényezhet barmikor atvitelt
a végberendezés folyamatosan kész a vételre
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Device Address

32 bites egyedi azonosité a halézatban, minden adatkeretben

OTAA (Over-the-Air Activation)

globalis egyedi azonositok alapjan: Join Request — Join Accepts

ABP (Activation By Personalization)

megosztott kulcsok ,beégetése” a gyartas soran, adott halézathoz kototten. Nincs szikseg OTTA-ra, az
eszk0z egybdl kész a kommunikaciora.
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LoRa Alliance

= Sponsor Members / Contributor Members / Adopter Members

Sponsor Members
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Logical Data Flow (Programmer’s Model)

End-Devices
Network Application

Server Server

— 8-
Sub-GHz RF

Control Network Session Key (NwkSKe

Control

Data Application Session Key (AppSKe | Data

LoRa Alliance
= Wide Area Networks for loT
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Confirmed-Data Message

Gateways Network Application

Server Servers

1. Vending Machine transmits data.

It is received by two Gateways.
LoRa Alliance”

= Wide Area Networks for loT LoRa-Alliance.org



Confirmed-Data Message

Gateways Network Application
Server Servers

2. Both gateways “pass through”

the data to the Network Server.
LoRa Alliance

= Wide Area Networks for loT LoRa-Alliance.org



Confirmed-Data Message

Gateways Network Application

Server Servers

3. The Network Server forwards the data to

the Vending Machine Applications Server
LoRa Alliance”

== Wide Area Networks for loT LoRa-Alliance.org



Confirmed-Data Message
Gateways Network Application

Server Servers

4. The Vending Machine Applications

Server sends an acknowledgement
LoRa Alliance’

== Wide Area Networks for loT LoRa-Alliance.org



Confirmed-Data Message
Gateways Network Application

Server Servers

5. The Network Server selects the best path (gateway) to transmit

the acknowledgement to the end-device.
LoRa Alliance

= \Wide Area Networks for loT

LoRa-Alliance.org



Confirmed-Data Message

Gateways Network Application

Server Servers

6. The Gateway transmits the

acknowledgement to the end-device
LoRa Alliance

== Wide Area Networks for loT LoRa-Alliance.org
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Countries — LoRaWAN Networks * 34 Publically Announced Operators

* 150+ on-going trials & city deployments
* 400+ members in the Alliance
& 5?_ 5
3 | -

ot K U

L

Legend:
@ Publicly Announced

@ Otherdeployments

=, . .
LgRa A"lance LoRa-Alliance.org
S
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NarrowBand IoT — LPWAN megoldas
3GPP szabvany (Rel 13 LTE-Advanced Pro, 2016. junius)

A mobil szolgaltatok meglévo cellas halézatain, de NEM LTE alapon.

Beltéeri lefedettség, alacsony ar, hosszu élettartam elemrdl, nagyszamu eszkoz

Lehet telepiteni...
LTE savon belul
LTE véddsavokban

kulon savban (dedikalt spektrumsavban, akar GSM sav ujrahasznositasaval)

SC (Single Carrier) FDMA
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NB-loT

3GPP Release Release 13

Downlink Peak Rate 250 kbps

Uplink Peak Rate 250 kbps (multi-tone) 20 kbps (single-tone)
Latency 1.6s-10s

Number of Antennas 1

Duplex Mode Half Duplex

Device Receive Bandwidth 180 kHz

Receiver Chains 1 (SISO)

Device Transmit Power 20/ 23 dBm

Szenzorhaldzatok és alkalmazasaik (VITMMAQ9) - Okos varos MSc mellékspecializacio, BME-TMIT
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Okos mérdk: NB-10T gaz és viz fogyasztas merésére

Smart City - Okos Varos A kozvilagitas és a parkolohelyek foglaltsaga
Szallitas es logisztika Konténer kovetés és ujratoltheto tartalyok

Ipar NB-10T raklapok es csOvezetekek

Foldmivelés és erd6gazdalkodas Allatok megfigyelése

Elektronikal termékek: NB-IoT és kovetés
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NB IoT modemek

Sequans Communications’ LTE Cat M1/NB1 Chip

u-blox SARA-N2 NB-loT module

ALTII60-A0 ALT6401-B1
PONS44.00#5 PONIS9.05#3
1320 1332-FFF

Altair Semiconductor FourGee-1160 chipset
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LTE-M

= LTE-MTC (Machine Type Communication)
= LTE Cat-M1

= Long Term Evolution (4G), Category M1

3GPP javaslat

loT eszkozoOk direkt csatlakoztatasa meglévo 4G cellas (mobil) halézatokhoz
(overlay), azaz kompatibilis az LTE halézattal

1 Mbps fel- és letoltési sebesseg

DL savszélesseg: 1.08 MHz (v.6. NB-loT(=Cat-M2) 180 kHz-es
savszelessegevell)

Hasonlé az NB-loT-hez, hasonld célokkal
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Scaling up in performance and mobility

LTE Advanced
>10 Mbps

Teday+ Release 12

0 = 8.4

Sample use cases

LTE-M

10s of kbps up to 1 Mbps
~1 MH2 narrowband

Release 13 & beyond

Scaling down in complexity and power

NB-IOT
Up to 10s of kbps
~200 kM2 narrowband

Release 13 & beyond

mé

. M

Mcbile Video security Wearables Object Tracking Utility metering Environment monitoring
Connected car Energy Management Connected heaithcare City infrastructure Smart buildings
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LPWAN megoldasok

osszefoglalas
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SIGFOX - LoRa—-NB-loT = LTE-M

LPWAN technologies in the market

LoRa SIGFOX LTE-M NB-loT
Coverage ~10Km ~12 Km ~11Km ~15Km
Frequency Band Unlicensed Unlicensed Licensed (LTE) Licensed (LTE)
Data Rate 10 Kbps ~ 100 bps ~ 10 Mbps 100 Kbps
Standardizartion De-facto Standard De-facto Standard 3GPP Rel. 8 IGERRel; 13
(planned)
Battery Life ~ 10 years ~ 10 years ~ 10 years ~ 10 years
Commercialization .
: 2016 Not defined 2016 2017 (planned)
(in Korea)
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